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o YK T(F. Alpine Linux 3.12,3.13,3.200 0 SO R X—I&=FEHALEI VT TR
BOEANLEEERERETO>THEDEIT. ETCOT7FTIT -3 V(CDV TENMERE
F. RO HHRIEL TLDREDTIEHDFIEBANDT. FHCTTELIIZST L,

« AZ(F. FITELnet LXC7 FUT—23a I MOR—ITNBEIL TLS. Alpine Linux
A X—=IJ T 71)03.20_20240704DFAERIHRE L TUVE T UTFELDEHVT X—
IIT7TIOBEER. TIFIVETSSHP D CXARELETAD Y ~ (A—Y%

. operator. /X TJ—R ! fitelnet-container) (FCTVFXEANT. CEELLT
(AR

s AVFIBIBICNIT 3 TFaU T uWEE. MBYY Y EARONEERL TS
Ve TFaUT A WREROECEICICLDHEPRIBELE (CRAL TIE. Httid—buD
DEEEAUVHNRFITDT. FHSTELLIZETU,

s JVFTRIBOMAICER T SHEPLEELLE(ICRAL T, YaEF—tInEEEzaunh
RIITDT. FHSTAELLIZST U,

Alpine Linux® 7 FUT =23 PRI IFLDOFEVSICELTIE. FREOY T REEES
ZlCLTLIRE L,

« Welcome to Alpine Linux Wiki™®

W—BEREDODVY _1T7IEHGDETERLTIES L,

e AVVRYU D7 LY ZERESEY [OVFFHEEEOZE OZ(CIL—F0SNDE
EIAVYROSENRSETOE T,

e OVYVRYUIPLYZEHAEEEGEY OVFFiEEEE ) OB(CIYFTBED
IREERESE PN O 7w IHEDZEENCTVE T,

[1] FITELnet LXC7? *YU 4 —< 3 > https://www.furukawa.co.jp/fitelnet/product/container/lxc/index.html

[2] Welcome to Alpine Linux Wiki https://wiki.alpinelinux.org/wiki/Main_Page
[31OVYRUT7LYBRESER https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/
cmd_refe_config.pdf

[4] OV Y RUD 7 LY X-BRABER https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/
cmd_refe_ope.pdf
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FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX Chapter 1. aAVFFrBEO Y~y S
1.1. A5 FEEDUY—X
F70/F71/F220/F221/F225/F310/F220 EX/F221 EXTl&. OVFF®RE (Y XFLAVTTF) &—DDHERT
DCERTRETT, AVFFTEE(CIE. IL—FKEDTIBUY—INEIODYTENFET,
« CPU
0 27 (F3101ET DA ETIEF1IOT7EENDTETY)

 2OFEIDUTOIFEIC. PTIUT =3 VHMERAIEEL I 7 (E1IDDHTY, €O1DEEICH
—XIVMERALE I,

s J—AEBOTSY R TA—LAIE. ARMYILFI7 (54407) T,
« XEY
- F70/F71 : 8&2KX0.7GB (57 # JL ~(30.5GB)
o F220/F221/F225/F310/F220 EX/F221 EX : §X2.0GB (57 #JU~(31.5GB)
« ARL—Y
o F70/F71/F220/F221/F225/F310/F220 EX/F221 EX : 2.0GB (1—Y'F|F%E15(31.4GB)

o F310 : 4.0GB (A—YFIBHEIE3.2GB)

RYRDI—=DO14Y59T1—X

> 1Gbps (JL—FERBATLD A1 v FOR—ERIVFFIERELTIDEDYUTOSNTVET, )

s JVTFTREBECRELE D 7 1V —FKEWNEBOX L —J(ICREFSNT T, H
BRMERLUIZT - DIRES LION YT 7Y FEEEL. FBEROBETITOTLLE
TV JVFTTREICREFLEZT—FDREICELTIE. SHTE—UINEEE&N
MRFIITDT. FHSTEIEST L,

g s JVTHRIBENMALU CVLSRPICEROFFEFTIL—IREMELL LB, OV
TTRIBOT -5 MNEXRIBARMEASE DT T, BECKUT. FENKRLIY TS

BEOEHANEN YD 7y IIHEEET>TLIR TV,

s VT TRBICIRETES T —INBEICERDAHBZNT. Y1 XDKELT—5
ZREIBHEIE. BECKHUT, VT FTREBABOT + X OEFEAL TS
Lo

au

s XEUARENY 7 X(E. container limits memory IV > R CERERBETI,
0 #E. IVVRUT LY EREEEESBL TR,

c OVTHRIBE. FEEI YT T ELTEHELE T,

© 2019. FURUKAWA ELECTRIC CO., LTD. All right reserved. 4/54


https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf
https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/cmd_refe_config.pdf

FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX Chapter 1. IV FFREOEY LT v

1.2. JL—320SDs&E (CLI)
VYT FEEE R Y R D— D CERL TRHAT 3R5(CE, JI—50SIc T FREOREETSRENHDE T,

« AVTFTRIBER
s 1V T —XBWE

* RZIEH

1.2.1. A>T FRIBERDT-HDEE
JO-NILVE—RCTRBOHREETVE T,
Router(config)#container enable

(5 ) FUHTIVFFEEMT BHAEHERBefresh)C1~25E BT BT ERBDET,
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FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX Chapter 1. IV FFREOEY LT v

1.2.2. 1> 27— RHEH

AVFFREBCHEAY SLANME1r >S5 7 1 — X (F70/F71:Giga 1/1~1/4, F220/F221/F225/F220 EX/F221
EX:Giga 1/1~1/8, F310:Giga 1/1~1/5)DFREZTVE T, IVFTRECENLEZVWTYS T 1 —I%&
container-use JVYR(1 VI TI—XBEE—R)THREL LTV, HIXIE. Gigal/3D1VFT1—
RCRETDIBEEF. ROLIICANDLET,

Router(config-if-ge 1/3)#container-use

Giga 131V T 1 —RERDKDICHELIBA. bridge-group 30 & L2EAIAE/L 1 I T 1 —X
(VLAN-ID:50) MOV FFREBICERINE T, AROFEZRDGiga1T VI T —XELLEFYT1VH5T
I—RRUTEETDE. AVTTRECEEHDT VI T —IBMERINZ T,

JZN 1. AT FERETERT 31 2—J 2 —XDEREH!

interface GigaEthernet 1/3

vlan-id 50

bridge-group 30

channel-group 30

container-use
exit

!

interface Port-channel 30

ip address 10.10.30.1 255.255.255.0
exit

OVFTBERINRY RD—D8BECDVTIE. OVTTEBEODRY R DJ—UBENEICTSHBELEI,

« JVFTFTEIETIE. "eth + brdige-group&ES"HNBEIE LS 1Y 5 T T —IBRERS
NFY (LDBOHITIE. "eth30"MERETNET) o

« L3I0 "ip address 10.10.30.1 255.255.255.0" (§. JL—FOSBID T RL X EMLDE
Jo AVFIRIBICIPPRLIZENSTBeoHcE. JYFFREICOTr Y L TH
EIBTENPBTT (IVTTEEORY FD— I RENEESRL T LEL)
) o

0 « ISAA—RIPPRLUREFBAT3HE. IVTTBENSHBR Y D — OB
FBEHICIEINATOEREDNMBEED T T, MEB(CIGU TIL—F0SEITEREL TL
BFE0 (BE OvYRU D7 LY Z-ERESHE ONATOEESRBL T REEL)
) o

o FEEMERTERMIDEIL—FEITIEVLANDT VI TT—XREUVUTEESINTT
N OVFTBRERTEEED TSI —XXEUVUTRRFE T, IP7PRLUIEDETE
FAVFFEBARICTIELIUTCEREETO>UNERSH DT,
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JIVFIRENSHBORY R T—IOADT O CIBRRBICEBBIERHD T T, CDlesh. JL—FOSRITH

—-=

DR Y D — 5 (T 320 NDGigar VI T T —R2AE UL A DREERNDELSICTFVET (Giga
3/1(ZF220/F221D3) o

interface GigaEthernet 2/1

vlan-id 31

bridge-group 31

channel-group 31
exit

!

interface Portchannel 31

ip address XXX.XXX.XXX.XXX YYY.yyy.yyy.yyy
exit

(i ) YT FEERI—F0SNT —5 T — VEEHTHBOR Y RD—IEHLE T,
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— 7= Eal—
1.3. AT FREBEO R YNNI —IKTE

CLIOVYRICEDHBFETEETT, UTICHEAERLE T, FMlE IVYRU 7L Y- EBRESE &S
SBIZT0,

container confiquration
dns X.X.X.X y.y.y.y < FBEROREICAEDETCEELTLEZTV
hostname F221-Container
I
interface 1
bridge-group 1 <« JL—SO0SEIDLAN-T VS T T —XNTVwvI T —FESCEHDETLIEEL
ip address 192.168.127.21 255.255.255.0
exit
!
interface 2
bridge-group 30 <« JL—FOSEIDLANT VB T T —XDTVwITI—TEBICEDETI LTV
ip address 10.10.30.10 255.255.255.0
ip gateway 10.10.30.1

exit
!
exit
BT T 2BERIDBTRALED. 1V FFEEEID1 VST T — X DR —
o BOSEINVLAN.Y V5 —J T —ZEHDET, 0Y5FEEEATVLANT V5T T — 20D

REETOTEEMELEF HA
BENZTT LS. refresh IV YV RERITUTCHEEERLUZE I,
JL—SO0SBINLANT VA DT —REEBEICTIVwIT)N—TE SOV T—DOT7RL

0 2EBELRBEE. HETIVF TR YT I —IREELEET SUBENHDF
ER
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— O
1.4. RZIBEHADI-H DERE

VT TRIBENBORY RD—D(CERLZA VS VORIECERI 3155(E. KLARBOREZIT>T
<IEEV. BRREHINTUOEVE. RV T—JNEHRECIS—ELBIARUERHDE T,

JO—-NIVE—RTTFRBOREZTUVE T NTPY—/ND7 RLUX(FCHBOREBICHHDETHREL TS IEDS
Lo

R 2. B ZIRIHAD % TE Bl
Router(config)#ntp server 192.168.1.10

o I8 : Elastic Stackz= R L7 — 5 DABREET SIBE(F. RLUBRBEOREMNRECIL
NEI,

READOYUY—-X(CEULTIEIYTFIRIBENTREBIET S CEMNTEEIEA. IL—FOSAIDKRAIY Y - HE
EEBSH. VT T RBAICTRARBOREETOHEEH DI EA

IV FREAITIE. BZEBETSZHDT—E Y FOTX(systemd-timesyned /R
0 TIVXR=ILENTUVWEIMN. TEDLIICH—EXEBHIDCEFTEIEA BHF
JW—SO0SEICHRZIRIAZETSOLSICEELTSRT L,

root@container:~#f systemctl status systemd-timesyncd

systemd-timesyncd.service - Network Time Synchronization

Loaded: loaded (/1lib/systemd/system/systemd-timesyncd.service; enabled; vendor preset:

enabled)

Active: inactive (dead)
Condition: start condition failed at Mon 2019-12-02 06:16:35 UTC; Tmin 6s ago

mq ConditionVirtualization=!container was not met
Docs: man:systemd-timesyncd.service(8)
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1.5. A>T FRIEDCE)

OVFTBEERENT BI(CIE. IL—F0SHCLINS container start IV REEITLTLLIRE L,

Router# container start
start ok?[y/N]:yes

Router#

o {LE > T + J(boot.cfg)(C container enable 1V Y RERELUCIRETIL—IREE
BE L ciEald. BEMCI Y FREBOBENTONE T,

VT FREBREHE. JVTFTICEREETT D TUELIRETI(E. show container list & & U show container
information (CTRDESHERTRANERINE T, 2& . IV VRU I7 LY - EREEEY

Router#fshow container 1list

_________________________________________________________________ +
| NAME | BASE IMAGE |  IMAGE VERSION | STATE | IPV4 | IPV6 |
_________________________________________________________________ +
| container | 5c4e1566dd | 3.12 20201012_15:00 | RUNNING | | |
_________________________________________________________________ +

Router#show container information

Name: container
Remote: unix://
Architecture: aarch64
Created: 2019/10/08 02:09 UTC
Status: Running
Type: persistent
Profiles: default
Pid: 3602
Ips:
lo: inet 127.0.0.1
lo: inetb ::1
Resources:
Processes: 59
CPU usage:
CPU usage (in seconds): 18
Memory usage:
Memory (current): 30.74MB
Memory (peak): 33.24MB
Network usage:
lo:
Bytes received: 237.99kB
Bytes sent: 237.99kB
Packets received: 2858
Packets sent: 2858
sit0:
Bytes received: 0B
Bytes sent: 0B
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Packets received: 0
Packets sent: 0
eth30:
Bytes received: 0B
Bytes sent: 0B
Packets received: 0
Packets sent: 0
Router#
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1.6. A>T FIREBEADIEST
VT TBREAOERAEITEDIDAGDFET,

« DT )LiEEEh

o JU=HOSHCLINS VT FRIBADY TILEEEL TP I LET, /IR T—FANEL Troot
dI—-velLcOfrValETT,

e ] \/\J_JI./%I;I:J

o JU—HOSHCLINS AVFFEERNOIVY—ILERBELTT7IEILET, O VT 3emcld
IR DT—RHARETY,
° *\y FU_Dﬁnﬁ
o JV—AEBANBHS AV T FTERIBASSHERL TP IEILET, T I74ILLTIE. 1I—-

. operator. /XD —R : fitelnet-container (CC. O VAEETT,

s A7 OERE. A-YR/IIXT—RE. TITFILENSERELTCHALEZEEL

CEEHEBLED,
g s I IEHFHICKLDIAVFTITEBEAOESKIE. IL—F0SAINHEI—STHONIHT
ET7OCITAETYT, BIEI-—TNOEBEI. SEROEBETEIICITOTLIEZTL,

s AVFIBREBICIIMEENDI—ST7HO Y RE/ERAIRETCT, 1—FOEEE. B
DEFETHEDCITO>TLRETO,

JIVFFRECOTAVIBLODTNOY e, TIFIVEHSERIZHEEHALETI. THBOLS
(C. LANBIOIRERE D VT F ABEZEARELRIEN SSSHOJ 17> LT, LW AT Y % useradd/passwd
IVYRICKDIERLTLES L,

$ ssh operator@10.10.30.10
operator@10.10.30.10"'s password: 1774 ED/IIRT—K "fitelnet-container" Z AN
Welcome to Alpine!

The Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.
See .

You can setup the system with the command: setup-alpine
You may change this message by editing /etc/motd.

container:~$ sudo su

[sudo] password for operator: 174D/ T—R "fitelnet-container” &AM
/home/operator # useradd -m furukawa

/home/operator # passwd furukawa

New password:

Retype new password:

© 2019. FURUKAWA ELECTRIC CO., LTD. All right reserved. 12/54



FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX Chapter 1. IV FFREOEY LT v

passwd: password updated successfully

/home/operator # su - furukawa

container:~$ id

uid=1000(furukawa) gid=1000(furukawa) groups=1000(furukawa)
container:~§ exit

/home/operator #

EULKETRNDELSIC, I—F0SICTY TIVEBC LD IVFFREBICOTrYLTHS. FILLWFPZAOI Y
% useradd/passwd IV Y RICKDIERL TS ES L,

F220#container attach

~ # useradd -m furukawa

~ # passwd furukawa

New password:

Retype new password:

passwd: password updated successfully
~ # su - furukawa

container:~$ 1id

uid=1000(furukawa) gid=1000(furukawa) groups=1000(furukawa)
container:~$ exit

~ #

U AERUTIZ7 DDV h(CrootERETE T BFA(F. UITFM),2)ERTLTIRI L,

* (1) Tsed'/Aroot/a <1—1 4> ALL=(ALL:ALL) ALL' /etc/sudoers | EDITOR=tee visudo > /dev/null] &
ETL T <dA—Y&>(CsudotEfRE 15

* (2) [lcat/etc/sudoers | grep-A 1 Aroot] EEfTL T <I1—HE>(CsudotERIE5 TNz &R (ML
TOXSCRRETNNIFOKTY)

~ # sed '/Aroot/a furukawa ALL=(ALL:ALL) ALL' /etc/sudoers | EDITOR=tee visudo > /dev/null
~ #

~ # cat /etc/sudoers | grep -A 1 Aroot

root ALL=(ALL:ALL) ALL

furukawa ALL=(ALL:ALL) ALL

“ 4

FERME. TIFIWEDOTNOYREHIBRLTIIZE 0,

~ # userdel operator

~ B exit
F220#
container attach COVFFTREBIC 7O LI ULEEE(F. rootI—FlLcOdrvLE
0 To root1—HN/AXT—REBIICEEL T RS,
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~ # id

uid=0(root) gid=0(root)

~ # passwd

New password:

Retype new password:

passwd: password updated successfully
~ B

UFE7OeRPErmLET,

1.6.1. > )LEcE)

JU—/ 0OSMHCLIE T container attach #£7LF 9,

Router#icontainer attach
~ # uname

Linux

~ # exit

exit

Router#

Q exitE AT B EJ—FOSOCLICEN F T,
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1.6.2. a2V —)LE#

JU—S OSMOCLIE T container attach console ZE{T7LUEd, IV —IEHRETOE. BEIRKPY vV kS
D YVBOOTBERNERICHEDAINE T,

Router#container attach console
To detach from the console, press: <ctrl>+a q

Welcome to Alpine Linux 3.12
Kernel 4.14.47 on an aarch64 (/dev/console)

container login: root

Password:

Welcome to Alpine!

The Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.

See http://wiki.alpinelinux.org/.

You can setup the system with the command: setup-alpine

You may change this message by editing /etc/motd.

container:~# uname -snm

Linux container aarch64

container:~# exit

Welcome to Alpine Linux 3.12
Kernel 4.14.47 on an aarch64 (/dev/console)

container login:

Router#

(i ) JL—5OSOCLICRBICIE. <ctrl>+aq EAAL TR,
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1.6.3. *“/l"j—a?iuf,

— IRBEBNBDHmANSSSHZ O X &ETVE T,

root@remote:~# ssh 10.10.30.10
root@10.10.30.10"'s password:
Welcome to Alpine!

The Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.
See http://wiki.alpinelinux.org/.

You can setup the system with the command: setup-alpine
You may change this message by editing /etc/motd.

container:~#

container:~# cat /etc/os-release
NAME="Alpine Linux"

ID=alpine

VERSION_ID=3.11.0
PRETTY_NAME="Alpine Linux v3.11"
HOME_URL="https://alpinelinux.org/"
BUG_REPORT_URL="https://bugs.alpinelinux.org/"
container:~# exit

Connection to 10.10.30.10 closed.
root@remote:~#

s JVTFRIBICT, SSHEMEELBIPVRLUADERENMNETT, IV T TRED

RV ED—=OREDEEZRLTIIES L,

o « FTFIRTIESSHY —E RO D— RBIEREHELO>TVET, RELEIS
BaE. SSHY -/ \mEEZRLTRIV. NARRAIZFERAT 3HEaF. /IR0
—FOABBREHDFTEA

NI COT 1 VI 3HBE(E. FHOSA 7Y MITRIERZ AR L T Y7 FREBRAIICARRBOBHRE
ERUTCHMERDD T T, WEHRETENDIVY RTIERARETY ., ERLUZAREG. ZEI331—Y
DR—LT 1 LD ~UETI(CH Bauthorized_keys (~/.ssh/authorized_keys) ([CEIRU T EE U\, FHMlEA
VSN ZaATILEFEEERLTIET L,

)b 3. SSHEREERDIERL I

root@remote:~# ssh-keygen

ssh-copy-id VY RAMFEATEBRIRETIE. TEDLSICYE— LDHRKREAINSAFBROERMNAIEETT,
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X 4. SSHRHBEOE 8R4

root@remote:~# ssh-copy-id root@192.168.127.21

o SSHY—/\D/IIXRD—RBIAEBMNCLUTHMEBERAHDF T, BREMNATTLIES. /IR
D—RFAEEMCLTHLLCEEIBOHLE T,
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1.7. A>T FHREDFL
IVFFRBEEIETZIHAE. JVTFTRIBAT poweroff IV Y RFICEID I vy IO VETO>TLR
[SIAN

container:~# poweroff

£ UL (E. JL—FO0SOCLIAINS container stop 1V Y REETLTLIEE L,

Router#fcontainer stop
stop ok?[y/N]:yes

Router#

OV BEEBERHT IBE(E. IL—F0SOCLIEINS container start #£1TL T
o <IEEV, OVFFEBIEANTreboot VY REELTURIBAIZ. OVTF T BENBEZHT
2T container start ZE{TI3MNEBIIHDFTH Ao

o JL—A OSEIT container enable IV Y REHIBRL TV T FeEE EMLLIZIBE
F. BNCOYTFREE Y vy kI D yEINEd,

VT TRBZEMALU COSRPICEROFFETIL—IREZFILLBE(E. JVTTF
A RIBOFT—90NERT BARMASE DI T, L—FEEEIY v v T DVT BRI IL—

S OSHEIT container enable IV RZEHIBRL CO VT FHREZ EIMEL TS E L),

O EBEEIE#%. show container list & & U show container information (C TR K SHERRHFER S
NE9d, 8 IVYRU I 7L Y- BRSER"

Router#show container Llist

_________________________________________________________________ +
| NAME | BASE IMAGE |  IMAGE VERSION | STATE | IPV4 | IPV6 |
_________________________________________________________________ +
| container | 5c4e1566dd | 3.12 20201012_15:00 | STOPPED | | |
_________________________________________________________________ +

Router#fshow container information

Name: container

Remote: unix://

Architecture: aarch64
Created: 2019/10/08 02:09 UTC
Status: Stopped

Type: persistent

Profiles: default

Router#
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O

1.8. R EH

OAVFFREENAITIEOHND. XV TD—OBEOEERNE CSHELE I,

I T HERE

container-useA < > K
Port- 2L YERTE
channel channel channel -_—

31 30

21 vF

—> Routing <
¥

Giga 1/1 Giga 1/2 Giga 1/3 Giga 1/4

2. AT FHFREBORYNT—IBEBI2 DDA V2T —X%EBNLIZEE)
28E | HaEAE 219.3 U v I T IL—TOERBARLER
CLIEBZE(XXRDBED T,

R 5. AT FEBOXYNI—IEHBI(2 D201 > 27— X EEBNLIZ5E)DCLIERE

container confiquration
dns X.X.X.X y.y.y.y < PBEROBRBICEDETEHRELTLEZTWV
hostname F221-Container
[
interface 1
bridge-group 1
ip address 192.168.127.21 255.255.255.0
exit
!
interface 2
bridge-group 30
ip address 10.10.30.10 255.255.255.0
ip gateway 10.10.30.1
exit
!
exit
!
Ntp Server XXX.XXX.XXX.XXX
[
interface GigaEthernet 1/1
vlan-id 50
bridge-group 30
channel-group 30
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container-use

exit

!

interface GigaEthernet 1/2
vlan-id 1

bridge-group 1
channel-group 1
container-use

exit

!

interface GigaEthernet 1/3
vlan-id 1

bridge-group 1
channel-group 1
container-use

exit

!

interface GigaEthernet 1/4
vlan-id 1

bridge-group 1
channel-group 1
container-use

exit

!

interface GigaEthernet 2/1
vlan-id 31

bridge-group 31
channel-group 31

exit

!

interface Port-channel 1
ip address 192.168.127.20 255.255.255.0

exit

!

interface Port-channel 30
ip address 10.10.30.1 255.255.255.0

exit

!

interface Port-channel 31
ip address XXX.XXX.XXX.XXX YYY.yyy.yyy.yyy

exit

[

show container list & & U show container information (XD LD I(CRRINFE I,

Router#show container list

__________________________________________________________________________________ +

| NAME | BASE IMAGE |  IMAGE VERSION | STATE | IPV4 | IPV6 |
__________________________________________________________________________________ +

| container | 5c4e1566dd | 3.12 20201012_15:00 | RUNNING | 192.168.127.21 (ethl) |

| | | | | 10.10.30.10 (eth30) | |
__________________________________________________________________________________ +

Router#fshow container info
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Name: container
Remote: unix://
Architecture: aarch64
Created: 2019/10/08 07:46 UTC
Status: Running
Type: persistent
Profiles: default
Pid: 23852
Ips:
lo: inet 127.0.0.1
lo: inet6 ::1
eth1: inet 192.168.127.21 sit@
eth1: inet6 fe80::280:bdff:fef@:5a76

eth30: inet 10.10.30.10 sitd

eth30: inet6  fe80::280:bdff:fef@:5a76
Resources:

Processes: 24

CPU usage:

CPU usage (in seconds): 15
Memory usage:
Memory (current): 4.98MB
Memory (peak): 8.13MB
Network usage:

eth1:
Bytes received: 3.89kB
Bytes sent: 908B
Packets received: 68
Packets sent: 12

eth30:
Bytes received: 170.38kB
Bytes sent: 9.82kB
Packets received: 100
Packets sent: 120

lo:
Bytes received: 1.06kB
Bytes sent: 1.06kB
Packets received: 12
Packets sent: 12

sit0:
Bytes received: 0B
Bytes sent: 0B
Packets received: 0
Packets sent: @
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1.9. 8E&X

[1] OV YRU D7 LY R-BRESRR https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/
cmd_refe_config.pdf

[2] OV Y RU D7 LY R-BRESRR https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/
cmd_refe_config.pdf

[B]1 AVYRUT 7L YR BREER https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/
cmd_refe_ope.pdf

[4] B¥BESHEAZE https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/kinou.pdf
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FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX Chapter 2. 7 FUT —23 VDET
~ ~ /=
Chapter 2. 7 7)r—3> DR17

IV FRETIE. Alpine LInuxR—XND I X7 LAREEIL FJ, Alpine LinuxMEHITSY T D 701t
(CH—RR=—FTsBOYI DI 7PEEEEHICT YA M—ILLTEMFETE S C EMARETT,

AETIE. FROVYIRITT7ICDOVT, AVFTEEBRTOERTHIERLED,

SSHY—N

IRT W = F v FF v (tcpdump)

SNMPI—J 1TV hk

Xw D=0/ v k73S —(packetbeat)

OJ%{FY—JU(filebeat)

A  EUIrIITOERRECSTEYREBDCT > TEAL T L,
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2.1. Alpine Linuxh @t 957 F)7r—23>

VT FRIETE. Alpine LINuxD A A —J(CEFINTUVBYI LD I TPEFHAIBIEMNTEEI, Fle.
apk" IV Y REMAL TAlpine Linux MR T3V I LD T 7DA Y =07 v FTL—RETRETT (

BL. COBEEIAVFTITRENNBORY RT—DCEHRLTLSCENMRETY) »

aptAVY REFERALTYIRD I 7Er VX +—ILT3BaE. FH/IRvT—IJUIEEHRL THBHEN
HOFET, BRI BHEGIE. FEEDKLSCOAVIYEERTLTLLIES V),

root@container:~# apk update
TYXL—IVBHD/IAVT—Td. TEOIVY RTHABTETII,
root@container:~# apk list --installed

0 TV =IVBHNNVT—IDT YV IF—rEapkAVY RTEITTEEIT, BET7VS
F—hkEFO>TLIEE L,

IMPORTANT: ¥ Y X k=)L 1 XOKEZFL/IN VT —IP0ZHD/N v —IBNMEEETSE. AVFTTEBED
FARUOBENREIBIRAELENDET T, REL/ ST —ILE(SHIBRT B4E L TEILE/R v T —IMTE
HAI3 =R LET,

Alpine Linux® 7 7T =23 YR I X7 LDHEVAICEALTIE. FEORFIXYRLEESZE(CLTLE
20

« Alpine Linux package management”

© 2019. FURUKAWA ELECTRIC CO., LTD. All right reserved. 24 /54


https://wiki.alpinelinux.org/wiki/Alpine_Linux_package_management
https://wiki.alpinelinux.org/wiki/Alpine_Linux_package_management

FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX Chapter 2. 7 U —2 3 Y DET

2.1.1. SSHH—N

OpenSSH Server"BRF o+ Y X k—ILENTVFE T, UTFICETFHERLET,

1JZ 6. SSHH— /N DFEEENH)

container:~# rc-service sshd start

* Caching service dependencies ... [ ok ]
ssh-keygen: generating new host keys: RSA DSA ECDSA ED25519
* Starting sshd ... [ ok ]

container:~# rc-service sshd status
* status: started
container:~#

VT T RIBESFKCESMNCY —EXZBIMIERVBE(E. FTEDLSICEREZTO>TIEST L,

Rk 7. SSHY— /N D BBt &N 5l

container:~# rc-update add sshd

* service sshd added to runlevel default
container:~# rc-status

Runlevel: default

networking [ started ]
monit [ started 00:48:50 (0) ]
chronyd [ started ]
crond [ started ]
sshd [ started ]

Dynamic Runlevel: hotplugged
Dynamic Runlevel: needed/wanted
Dynamic Runlevel: manual
container:~#

e rootI—HN/IXDV—RFBIAZBEMCT SMHICIF. T 5I(C PermitRootLogin DX
FEEZAMCITIRERHDET T, Fllld. 7YS1AVRFIXVRFEESRLT
<IEE0

o s root A—HDNRRXDT—RFBAZHFAITDECF 21U T rHICHRFBEEDTINDT. +
ﬁ((__ EijEE\< 72“_6(/\0

s AVFITREBICFHDAVIAL—ILENTUVBRYILDITNDSE, NvITSHUR
TEMEL THEEE RIS OIS L (F—FY) (3. reservice VY RTEET
FTET, FHEIA VS YURFAXIVREESRL TSV,

DSA7 Y RADSDERIE. RV D —IUEGENEESRBLTILREIL,
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2.12. NTYbEYTF¥
RDKLSIC. tepdumplc KD/IIT Y LF v+ FF v ETSCENTEIET,

JZk 8. N kT v T F v DETH

container:~# tcpdump -i ethl -vvv
tepdump: listening on eth1, link-type EN1OMB (Ethernet), capture size 262144 bytes
05:07:55.996932 STP 802.1d, Config, Flags [none], bridge-id 807f.b8:be:bf:06:dc:00.8004, length
43

message-age 0.00s, max-age 20.00s, hello-time 2.00s, forwarding-delay 15.00s

root-id 807f.b8:be:bf:06:dc:00, root-pathcost 0
05:07:56.780103 IP6 (flowlabel @x489cc, hlim 255, next-header ICMPv6 (58) payload length: 16)
container > ip6-allrouters: [icmp6 sum ok] ICMP6, router solicitation, length 16

source link-address option (1), length 8 (1): 00:80:bd:f@:5a:76
0x0000: 0080 bdf@ 5a76

05:07:57.998935 STP 802.1d, Config, Flags [none], bridge-id 807f.b8:be:bf:06:dc:00.8004, length
43

message-age 0.00s, max-age 20.00s, hello-time 2.00s, forwarding-delay 15.00s

root-id 807f.b8:be:bf:06:dc:00, root-pathcost 0
26
3 packets captured
3 packets received by filter
0 packets dropped by kernel

FrIFrERET7TIVICIRET B EEABETT,

container:~# tcpdump -i eth1 -w packet.cap

tepdump: listening on eth1, link-type EN1OMB (Ethernet), capture size 262144 bytes
AC1 packet captured

1 packet received by filter

0 packets dropped by kernel

root@container:~# 1s -1 packet.cap

-rw-r--r-- 1 root root 100 Oct 8 05:08 packet.cap

s J7TIICRETIBESE. T XRIUBREEHELET T, F+v TFvr 335357 —5EN
ZUVBES(ESEELIE ST LY,

o o T—HYAXNKEIL T 71 IVERET BIBEL. T XI0DEFENAEVESTIA
HUNBETSBEEEE(E. USBTS VI AXEUKLEDARLEET + RIONRET S
CEEFEBOHLET,

IW—F0SOR—rEZIVY YV IHEEEFERI . VT ITREBATCIL—IRBEOHFHMT —IEF v TFv T

BCENAIRET T, CcOZE. VT FTRIBAITEIRDLSIC ethO D1V TI—XICHLTF v TFv &7
WE9,
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UK 9. JL—R20SOFiMT —ZDFv 7T+ R176l

container:~# tcpdump -i eth@ -vvv

0 R—bEZAYVIOEOFHETRRE. (8] R—rFEZ5 Y VIBEDHEHESR
LTS L,
g BRRETMT -9 E T v TF v I35E1E. IL—IEREDOHHMUREICHFEE S X D8
HRHDINDT. SEELIETL,

JVTFREANBORY RD—J(CEm L TLBIBEEE. IL—IRENBOHRAR L TF v FFriERERT
IBEERBETI, Wireshark®UE—bF v FTF v EEERALZAEUTICRLI T,

FF. UE—LDRARLETWiresharkZ #2&1 L T SSH remote capture D1 VST 1 —XF T3 V&E&ERL
T<EE L,

M T 1v-r-0Fy b0 54 — O x
THIUE RSB EFRN BHE R0 4FR S SRy S5EW YO ALFH
F L ® RE <] > ZF IEElaqQaaB
(N[ET705 - <Cwl-/> £EM [= E3E-=lEs
Wiresharkid S2F
XviFy
s EERIR ([ [Fe R eTlh - B0 | [FAToRTENE -T2
vEthernet (Default Switch) n ’ n A A A
-#xyh PRUN . N | O N

O-nl IVFER"7
o-nll IVFEHE6
O-nll IVFER 8
Adapter for loopback traffic capture A A A ral r A P,

1-Yxyh2
1-HFub4
e ]
1-Y3yb3

@ Cisco remote capture

| SSH remote capture

ote capture

Extcap 1 ¥-J1-A:
sshdump.exe
FoIFvI455BL

e
21-¥—ZHAF - wiki - BREEE - AU
Wireshark BFE2EhCR3.0.6 (v3.0 6-0-2908c8=357d00) B &P T — FEFELET

S Fpi b LAy FrOER || Horobsl || #0771 Default

3. Wireshark®sshdump# 7> 3>

o ZUTBF T3 URRRINTULEWEEIFE. sshdump OV —)LRT Y I ~—JLEh
TLBNESHZERIBLTIET L,

TEDLSICRFTIBDE. GUILTHF Y ITFrIERE D VLI A LICKRRI B ENTEE T,
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Wireshark - 4 29-71—2 #7322 55H remote capture
A P

Server futhentication ?Gapturej Debue

T

bt

Femote interface |eth[l

Femaote capture command |t|:|:u:|um|:| =Urw = wlan and not port szh

[] Uze sudo on the remote machine

[ ] Mo promiscuous mode

Femote capture filter |

Packets to capture | I

Fo F et R RIFLET

FIILHIET BALE

AL

4. WiresharkDUE—bF+v 7 FvETHI(GUIDIZE)

BHRIC(F. TEEDEZATTLTIEE L,

* Remote interface : IVFTBELINDT VI T I —IXBEATLUTLETL J—FEBOHMT—9 %

FvIFvrIBBEEFeth0 E AL T ZEW)
* Remote capture command : tcpdump -Unw - vlan and not port ssh

» Remote cature filter : RE(CIGUTANDLTLET WL

VT FRIBOIP7TRLX(E. FEDEECTANTEIT ., CHMADRKRICHBNDETANDL TSV,

M Wireshark . 4 5—-J1-7 #7332 S5H remote capture ? =
_______ 5 erver Authentication Capture Debue
Remote SSH server address |192.168.127.21 |
Femote S5H server port |22 |
o dFeBISI SATRIFELES
Fo4 MRS Al Akt

5. WiresharkDUE—krH—/\ DR EH!

root1—YTcOJr VI B3RBERHDE T, TRDLSICEELTIZE L,
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M Wireshark - 4 5-71-2 #7332 S5H remote capture ? ey

Server | Authentication | Capture  Debue

Femote S5H server uzername |r|:n:|t |

Femote 35H server password | |

Path to 55H private key |C:;‘rL|sers;'rau:|minfsshfid_rsapul:-

55H key paszphraze | |

Praosey Cammand | |

Fo F et R RIFLET

5774 M E Bz N

6. Wireshark D )E—kH—/NDEREEER EFI

0 TEEARREREETCOT 1 VI BHITI, SSHICKDrootI—FOOT1VICDLT
(. SSHT—/\DEESRBLTLZEEL,

OIVYRSTAUNSERKRICERITIBDCEMAIRETT, FRDESCEITLTIRE LY,

|)Zk 10. WiresharkDUE—bF v FFvRITHI(AV VR DIFE)
wireshark -k -i <(ssh root@192.168.127.21 "tcpdump -Unw - -i eth@ vlan and not port ssh")

0 RRXD—=RFEEETOT T VI BHBEEF. INRT—RODANIA=ZVTCLO>TIEFIS—&
SBARMENAH DT T, CDFE(F. RRERAEICIDOT T YL TERITLTIES L,
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2.1.3.SNMPIT—> x>k

SNMPT—JIYbRFPIFUT—I3VERTIBE. JYTFTRREDSNMP MIBOERERSI S EMT
TEI. BUNCHREEITOR LT, TROLSICHRITLTIRS L,

(i ) VT FBEANEBR Y FT— D (CERENTUBHERS D E T,
BEMICY —EREBBTE S LS LIVBAR. FREOESICHELTIRE W,

)Rk 11. SNMPIT— = kDS EN

container:~# rc-update add snmpd
* service snmpd added to runlevel default

JVFFRE. ELLE IL—IREATDIHARNS FEEDKDICMIBEESTEE I,
# snmpwalk -v2c -c public -0SX -IR 192.168.127.21 host

MIBE& D 7 TILERELTLDT v LD R UMARBAEIES. Symbol OID (EEDHIT
(F. "host") DIBEMTELVBERGDE T, ZUTDT LI NI ZEBRATRMNICIEET

o 3H\. Numeric OIDZIEEL T ET V) FHMlllINet-SNMPDA Y ST Y RFIX Y +F
E2RLTET0,

JL—SOSTSNMPHgEZEBHICLTLNIE. IVFTFERIENSIL—FOSOMIBIERERSI S EERRET
ER

root@container:~# snmpbulkwalk -v2c -c public -0SX -IR 192.168.127.20 system

{) JL—S0SDIPT KL REIET ZUERH DT,
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2.1.4. packetbeat

packetbeat™ (3. Elastickt|C & DBARKINTVBIRY T—D/8T v 7 FSAH—TY, ElasticktDERT
$»3. Elasticsearch®™ 0 Logstash®([cTF—HERXIET B ET. BIMHERE Y 7L 1 LICAIRIEIT B EN
AlRET I,

o F—SDORRILIC DUV TIE. {8 : Elastic Stack&E{#FHLZF—5DalE{tEE2R L TL
a0,

FF. TRORET 7 1ILERELE T,
* /etc/packetbeat/packetbeat.yml

BET 7 IR, FE(1),2),2-DIFBREMETT, Packetbeat Reference”E8E(C L THREETO> TR
YA
* (1) packetbeat.interfaces.device

o L—IRBEOHMT —IEMBTLIZVWEE(F. IL—FO0SRITR—~EZSY VIEEERMIC LIz L
T. eth0 ZHEEL TEE L,

* (2) output.elasticsearch

o T—HDMXEFREBELF T, logstash(TEELT2LMEE(L. outputlogstash (CIEEL &
9, elasticsearch&logstashMEHAZEIEEIT D EFTEIEA (EE55HMN—DDH) »

o T—SM3Z{SHl(elasticsearch’d &) TRIEITOLDICEREL TLIDIHEAIE. username
AopasswordZ @Y CEREL TS0,

o (2-1) hosts : HAFKDIPTZ L R, €U (F. RAREEELT T, EHOENEEEEI DL
EARBETTY,

TEOE. OFT777ILICEBIIRELEDTT (REFERTY) « IVFTTREDT + AOBREEHET
BCEEBNT. BEBICIHUTRELTLIIZE L,

* (3) logging.files

)R 12. packetbeatDE&EH! (/etc/packetbeat/packetbeat.ymliik#)

packetbeat.interfaces.device: ethe (1)
output.elasticsearch: (2)
# Array of hosts to connect to.

hosts: ["XxXX.XXX.XXX.Xxx:9200"] (2-1)

# Optional protocol and basic auth credentials.
fiprotocol: "https"
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username: "elastic"
password: "secret"

logging.to_files: true
logging.files: (3)
path: /var/log/packetbeat
name: packetbeat
rotateeverybytes: 1048576
keepfiles: 7
permissions: 0644

REIT7TILOWENTT LS, Y—EXZERBELI T,

IJZ | 13. packetbeatDiEEh

container:~# vi /etc/packetbeat/packetbeat.yml
(RERELUTRE. ..)

container:~# rc-service packetbeat start

* Starting packetbeat ...

IV FRIEEHICEER(CpacketbeatZBEN T S X DIC LIEVBARIFTRBND X DICE
ELTLETV. 7YX +—ILEIFEEFNICEET SRECEEO>TULEE A,

container:~# rc-update add packetbeat
* service packetbeat added to runlevel default
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2.1.5. NetFlow(softflowd)

JV—SIEBOFWK ST v v I DIBEHRENetFlow/3 T W kELUTIOL D INZEET DI ENTRET
9, softflowdeE VNS 7 TS —3yaEFMBELET,

softflowdDEBFE S EMESEICDULTIE. FITELnet LXC7Z FUS —> 3 V¥ R—3)
M. [NetFlow(softflowd){EARAE] (CEEHTHEDFINDT. BT,
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22. 2FEH

[1] apk https://wiki.alpinelinux.org/wiki/Alpine_Linux_package_management

[2] Alpine Linux package management https://wiki.alpinelinux.org/wiki/
Alpine_Linux_package_management

[3] OpenSSH Server https://www.openssh.com/portable.html

[4] packetbeat https://www.elastic.co/jp/products/beats/packetbeat

[5] Elasticsearch https://www.elastic.co/jp/products/elasticsearch

[6] Logstash https://www.elastic.co/jp/products/logstash

[7] Packetbeat Reference https://www.elastic.co/guide/en/beats/packetbeat/7.2/index.html

[8] FITELnet LXC7? U & —=/ 3  https://www.furukawa.co.jp/fitelnet/product/container/lxc/index.html
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Elastic Stack (. ElastictMEM T IHREICT, FTROEREFAT I E. BREF—FIDUNE. D,
AL EETSCENERETT,

» Elasticsearch

Logstash
* Beats

» Kibana
CNSOEGRIOSSE LU THIHRIEET T,

TS DDWPENTEEFZ<DVYI VYUY - EREE T BHDOT. ElasticsearchiKibanald&E DY IO T
FPEI—SEBOIVTFTRETIMFIEZCEVY—IBR+DTIR, BeatsO L SHBENT—5 T /3
—DYI LI I TP THONEIHBLESEELE T, IL—IRERITET—IXEDOHETL. T—IDHELE
(FPCH—NDXOUBEMEEL Y VEITIT S K SICREIZDEINGE. T—IDARILEY PILI 1 LTS
CENAIBET T,

AZTlE. Elastic StackDEFREFAL CTIL—IEBNDT—IEARILIT IHERLE I,

e R ND—UfERT—5
. 1Y T I —IADHEHER

s IXFL0O0

() WHTIE, /3— 3 >7.20Elastic Stack G EAL TRELTUET,
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FTROBBEPCH—NEEDH—NYIVICEY R T7YvFILTLREEV, Elasticd D vO—RY+ KEmM54
DYVO—RIBDEMRARETT,

s FElasticsearch®
© 7_:_90)”2$\ @%\ ﬁ*ﬁféﬁgﬁfib\gﬁ'
+ Kibana™

o Elasticsearch T U IZERDAIBRILEITUVE T

A-1-1: Elasticsearch®& &
FICTEEEOHREETONERH DT T, HE T 7 1 )l(elasticsearch.ym)ZEIREL TH\S5 Y —E X ZEHid
FLTLIEEL,

* network.host

* http.port

» discovery.seed_hosts

e cluster.initial_master_nodes

S(E. Important Elasticsearch configuration®&2B LT ET V), BIRTEHLENDEF 1 7REEFTO
TzWBA(3. Secure settings'MBZ(CHD T,

¢ IEBICZL DT —IERSIBE(L. elasticsearch.yml(C FEENBREZEBIML TH <
CEEFEBHLI T, BUBIEEER T, HHEVDREICEDETHRELTLZS
Lo

o indices.query.bool.max_clause_count: 8192
search.max_buckets: 100000

« FHIDTECARMEESHBEHIC. VILF I —RETISIIERBETSCL

EHEETCY, MECIGUTERELTLIRE W, RETIIE. Y VTN —RE
CElasticsearchZ8{Fc B3 EERIREE L TVE T,
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FICTEEEOHREZTO> TSIV, FHET 77 )bkibana.ym)ZEREL TH 5T —EXZEBIEEFHL T
IR

* server.host

elasticsearch.hosts

elasticsearch.username

» elasticsearch.password

S#A(Z. Configuring Kibana”#Z28L T &), username& passwordDs¥E(d. Elasticsearchffl Gtz
FATREETORBEICHEELDTT,

AARSEXRTICLIZVSE(E. *i18nlocale*DBEEEREL T IEE V), Hflld. i18n settings in Kibana*'%&
BRLTET W,
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# packetbeat setup --dashboards

o —N\RIB(CEpacketbeatZ FH1 VA L—ILL THHEBERSEDE T, Step:l
Install Packetbeat”"&E8Z(C LT IEE Lo

« %7 7 7 7 JU(packetbeat.yml)® setup.kibana.host DIEE%ZHE L TH < HEM
HOFYI (fl: "localhost:5601" ) ,

IVYRARERCETI S, Kibanad5 w2 17R— F(CpacketbeatDIREMEKRRINE T, Ty aR—R
MEE %RV Tpacketbeat=RER L T Z2E L,

[ - Fyzak-F @ @
@
3 ~ n w

® Sy a7h— R ® R T Sak— 2
ok QU packetbeat
&
& S ML EL Fozaz
o [Packetbeat] Overview ECS Packetbeat overview dashboard. &
s [Packetbeat] MongoDB ECS Vi
(;E:I [Packetbeat] NFS ECS NFSV3 and NFSv4 transactions over TCP. V4
5 [Packetbeat] MySQL performance ECS Vi
= [Packetbeat] DNS Overview ECS Overview of DNS request and response metrics. Z
& [Packetbeat] HTTP ECS Va
o [Packetbeat] Flows ECS V4
© [Packetbeat] DNS Tunneling ECS Detecting tunneling over DNS. 4
[} [Packetbeat] DHCPv4 ECS DHCPv4 Overview 14
) [Packetbeat] Cassandra ECS V.

R—DZEATE 10 v 125
=

8. Kibana® 4w 27/R—REH

BEDISTINMEY ~LUE I, [Packetbeat] Flows ECS ZR< & TED K SFEHEMNKRRINE T,
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L\ AB(IpacketbeatDIFAERKRTT, PP RLUXPR—+ES, CF17REEMBICLU TITO>TLE
S AN

Fle. BISLEMIBF — 5 &Y —/\RINZEET B12sH(C. [etc/filebeat/filebeat.yml(C FEBDFREEEML X
9o T7TILBHATIILEL, TCPEFAL T 75 &FELF T,

R 14. 52 EHI(/etc/filebeat/filebeat.ymlik#F)

filebeat.inputs:

- type: tcp
host: "127.0.0.1:9006"
fields:

tags: "snmp_ifxtbl"
pipeline: "snmp_ifxtbl"

JL—SEBERINDGiga 1/3, Giga 1/4, Giga 2/1, Tunnel 1NF1 VA —T 1 —X(CH LT, FEBOMIBT—5 &EEY
8 U TElasticsearch\3XEIT 3BT LFE T,

o JU—SO0SEINSNMPH —E X1 VS T —XIBEUICEREESNTUBRCEEZRIBELFE
T, FME. IVVRU D 7L YZBRESE TESBBLTILET L,

» ifHCOutOctets

e ifHCOutUcastPkts

» ifHCInOctets

» ifHCInUcastPkts

FF. TIOEBICOVTIE. JVFFIBEBTCTFENLISBEIIDU T REERLET, XOUTRO T 70
IWRIFEETHFVWE AN, AETIE Msend_ifxtbl_counter.sh] & UTEHBALF I,
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FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX {982 A: Elastic Stack 5/ U Tz 5 — 5 OAEEHE
IJZ 15, IF-MIBO7T—2%ZEi5 9 2 X 77 (send_ifxtbl_counter.sh)f)

#1/bin/bash
LANG=ja_JP.UTF-8
progname=$(basename $0)
server=127.0.0.1 @

port=9006 @
interval=5 ®
date=
mib="ALL"

dir="/usr/share/snmp/mibs:/usr/share/snmp/mibs/iana:/usr/share/snmp/mibs/ietf"
agent="10.10.30.1" @

community="public" ®

ifidx_1an1="401030000" ®

ifidx_1an2="401040000" @

ifidx_wan="402010000"

ifidx_tun="1000000001" ©

while true ; do

date=$(date +%s | tr -d '"\n')

varbinds=$(snmpget -Ln -m $mib -M $dir -IR -Ov -v2c -c $community $agent
ifHCOutOctets.$ifidx_lan1 ifHCOutUcastPkts.$ifidx_lan1 ifHCInOctets.$ifidx_lan1
ifHCInUcastPkts.$ifidx_lan1 ifHCOutOctets.$ifidx_lan2 ifHCOutUcastPkts.$ifidx_la
n2 ifHCInOctets.$ifidx_lan2 ifHCInUcastPkts.$ifidx_lan2 ifHCOutOctets.$ifidx_wan
ifHCOutUcastPkts.$ifidx_wan ifHCInOctets.$ifidx_wan ifHCInUcastPkts.$ifidx_wan
ifHCOutOctets.$ifidx_tun ifHCOutUcastPkts.$ifidx_tun ifHCInOctets.$ifidx_tun
ifHCInUcastPkts.$ifidx_tun | cut -d : -f 2 | tr -d " ' | tr "\n" ' ")

[ -z "$varbinds" ] && continue

varBindList=($(echo $varbinds))
echo $varbinds | grep NoSuchObject
[ $7 -eq 0 ] && sleep 5 && continue

varBindList=($(echo $varbinds))
lan1_out_bytes=$§{varBindList[0]}
lan1_out_pkts=${varBindList[1]}
lan1_in_bytes=${varBindList[2]}
lan1_in_pkts=${varBindList[3]}
lan2_out_bytes=${varBindList[4]}
lan2_out_pkts=${varBindList[5]}
lan2_in_bytes=${varBindList[6]}
lan2_in_pkts=${varBindList[7]}
wan_out_bytes=§{varBindList[8]}
wan_out_pkts=${varBindList[9]}
wan_in_bytes=${varBindList[10]}
wan_in_pkts=${varBindList[11]}
tun_out_bytes=${varBindList[12]}
tun_out_pkts=${varBindList[13]}
tun_in_bytes=${varBindList[14]}
tun_in_pkts=${varBindList[15]}
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FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX {J#% A: Elastic StackZ=#EB Lz —5 MElR1{E

JZ b 16. IF-MIBOT—2%ZE§ 9 52X 0! ) 7 (send_ifxtbl_counter.sh)fl (§tF)

cat << EOF > /dev/tcp/$server/$port @

{ "timestamp":"$date", "lan1_out_bytes":"$lan1_out_bytes", "lan1_out_pkts":"$1lan1_out_pkts",

"lan1_in_bytes":"$1an1_in_bytes", "lan1_in_pkts":"$1lan1_in_pkts",
"lan2_out_bytes":"$1an2_out_bytes", "lan2_out_pkts":"$1an2_out_pkts", "lan2_in

_bytes":"$1an2_in_bytes", "lan2_in_pkts":"$1an2_in_pkts", "wan_out_bytes":"$wan_out_bytes",

"wan_out_pkts":"$wan_out_pkts", "wan_in_bytes":"$wan_in_bytes", "wan_in_pkts":"$wan_in_pkts",

"tun_out_bytes":"$tun_out_bytes", "tun_out_pkts":"$
tun_out_pkts", "tun_in_bytes":"$tun_in_bytes", "tun_in_pkts":"$tun_in_pkts" } @
EOF

sleep $interval
done

@ filebeatERFIER filebeat.inputs (CBE LZIP7 RL X &EIEE

@ filebeatDBRFIEE filebeat.inputs [CRE LIeR— ~BEEIEE

® MIBF—SEENR—U VIR EIEE

@SNMPI—IJ 1Y hHEWEL TLBIL—FOSEIDIPT KL X & IEE

O SNMPI—J TV hNIZ1ZFrBEHETE (COBITIEv2cEERL THRIS)
® Giga 1/3MifIndex % 357

@ Giga 1/4MifIndex& $8E

Giga 2/1MifIndex% 5E

@ Tunnel 1Mifindex% 155

MIBF—5%& 2 TR TEHNORIBERY RSTETS

@ bashdRw kD — D #aE% A U Tlilebeat N\ES L /ZMIBT — 9 & %55 %

@ B8 L ZMIBZ — 5 (FJSONFER TRELF T

EEBOXOVUTETE. BIELEMIBT—5Z]JSONT # — ¥ v DR Cfilebeat (CFEFL TULE T, filebeat

Tld. TDHF—~S%Elasticsearch® Ingest/ — RM(TH U TEELE T,

Ingest.) — R DERE(IREST APITIT S CEMTEE T, UTFICHREMERLET T, U—NEER. ELE YU

—NBEBIC 7O LI ARELIRARNS FRIV Y REERTL TS L,

1)k 17. REST APIIC & BIngest./ —F DERE I

# curl --user username:password -XPUT -H 'Content-Type: application/json'
${SERVER}:9200/_ingest/pipeline/snmp_ifxtbl -d @pipeline_snmp_ifxtbl.json
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FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX

{8 A: Elastic Stack= R Lz 7 —5 OE#R1L

* ${SERVER}C(JIElasticsearchEEL TLB T —/\DIP7RL XEULLZR R M3

o Eigibgjo I—K— F%%Eﬂ\g‘:motgibt<7—géb\o

s U—NBEICEF 2 T7REETOTCUVBHEE(E. username & passwordDIEENHE
TY, BEICIHGUTHEELTLIZE L,

pipeline_snmp_ifxtbljson® 7 7 1 JLIC (. U TFORBZHEEL XTI,

1) 18. Ingest./—R D& E fll(pipeline_snmp_ifxtbl.json)

"message" } },

"lan1_out_bytes", "type": "long" } }, @
"lan1_out_pkts", "type": "long" } },
"lan1_in_bytes", "type": "long" } },
"lan1_in_pkts", "type": "long" } },
"lan2_out_bytes", "type": "long" } },
"lan2_out_pkts", "type": "long" } },
"lan2_in_bytes", "type": "long" } },
"lan2_in_pkts", "type": "long" } },
"wan_out_bytes", "type": "long" } },
"wan_out_pkts", "type": "long" } },
"wan_in_bytes", "type": "long" } },
"wan_in_pkts", "type": "long" } },
"tun_out_bytes", "type": "long" } },
"tun_out_pkts", "type": "long" } },
"tun_in_bytes", "type": "long" } },
"tun_in_pkts", "type": "long" } }

{
"description": "SNMP IF-MIB ifXTable",
"processors": [
{
"json": { @
"field": "message",
"add_to_root": true
}
Iy
{
"date": { @
"field": "timestamp",
"formats": ["UNIX"]
}
Iy
{

"date_index_name": { ®
"field": "@timestamp",
"index_name_prefix": "snmp-ifxtbl-",
"index_name_format": "yyyy.MM.dd",
"date_rounding": "d"

}

H

{ "remove": { "field":
{ "convert": { "field":
{ "convert": { "field":
{ "convert": { "field":
{ "convert": { "field":
{ "convert": { "field":
{ "convert": { "field":
{ "convert": { "field":
{ "convert": { "field":
{ "convert": { "field":
{ "convert": { "field":
{ "convert": { "field":
{ "convert": { "field":
{ "convert": { "field":
{ "convert": { "field":
{ "convert": { "field":
{ "convert": { "field":

]
}
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O soNTFOt v E @R, 1 VFYvIRTFYTIL—REFHERLTOELL TE. BEINICT v —ILRE
ETTREEINZ T,

QFETBZF—INTF—V v ~EIEFE, ZF4ld. Date Processor&ESBL TR,

OERENBTYTYIRD T4 —V v ~EIEFE, Fld. Date Index Name Processor’ " #8B LT 2
0%

@ F—9NH1FEMIBAYYSEOS 1 FICHDOETER,
JRIC. Elasticsearch-r V7w XF VL —kEKibanaDBEEE/ERLF T,

[EMIBAD VAEE T 7)) &0 Y0O— R/#EEL T, KibanaDBBEER (RESNEATITHR) H
51YR—~UTLEE U, FITELnet LXC7 FUT—> 3" IEEY—)U) OBICEELTHENET T,
A UFYvORFUTL—kEKbanaD IS IRGEDETERINE T,

‘, EHET 71D VR—(CDWVTIE. Saved Objects"™&EZBL T RE L\,

OV EE CfilebeatZ &1L T. MIB>—SBEBOZ6HD X ) F~(send_ifxtbl_counter.sh)x 2179 3
EVTIVIALICA Y TTI—INIVIOFT—IRaRbEINnNEd,

root@container:~# rc-service filebeat start
root@container:~# ./send_ifxtbl_counter.sh

AETRUHITIE. LAN/WAN/TUNNELOAD DV SEELTHS I EICREBEINE T, ENEN. TEEDO
VAT I—INIVFCEELFT,

« LAN

o Giga 1/3 & Giga 1/4 M&Et

« WAN
- Giga 2/1
« TUNNEL
o Tunnel 1
KibanaJ S T TlEd. TENENDA IS —T I —X NI VIEDIERE T ST ETRR
LTUVWET, ifindexDEELZEITDIENDVIBEEREIT DI VI TI—IAELEITD
0 CERARETT, E5Ic1YSTT—ZELANIGEIILEL (5L < @MBELEL) 18
BEEF. ROYU T, Ingest) — R, KibanaDJ'S T NZENZENDRERENNEL
EOFET,
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©
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KoL ® v BE15HE BitEFR
DF-MB] L—S B SBRELEA ST T—ANn02%5 (RE/ M)
000 Bytes > e LAN 96Bytes
3,500 Bytes ® WAN 772Bytes
TUNNEL 0Bytes

13 II—FEBEDAVZTT—ANT7 > ZEDEIFZLH

VT FTRENSZELRT—SDsFME. KibanadDhF « XANVUBE CHERI S L

MCcEE I,

N

© AYYTEI1—NE
@ mmmnen -k °
[ © @tmestamp
5 t _id
¢ _index
=}
# soore
e
e

@ t
g ot
g [t

'
g
& |,
@
® o
&

agent ephemeral_id
agenthostname
agenti
agenttype

agentversion

ecs.ver
flelds tags
hostarchitecture
host containerized
hosthostname
hostid

hostname
host.os.codename
host os family
host os kernel
hostos.name
hostos platform

FARA)W

Count

18:2300

Time +

oct 16,

oct 16,

oct 16,

oct 16,

oct 16,

18:24:00

2019 @ 18:37:32. 000

2019 @ 18:37:26.000

2019 @ 18:37:20.000

2619 @ 18:37:14.000

2019 @ 18:37:08.000

agent hostname: container agent.id: 338eabbd-d7e3-4638-8a17-643825193ae9 agent.type: filebeat agent.ephemeral id: 15b8c687-d561-4ce3-
bal4-9f3ces152624 agent.version:

7.2.6 lan2_out_pkts: 8 log.source.address: 127.6.6.1:49588 lanl_out_bytes: 66,344,863 tun_out_pkts: 10

lan2_in_bytes: © ecs.version: 1.6.0 wan_in_pkts: 7,776,599 host.hostname: container host.os.kernel: 4.14.47 host.os.codename: bionic

host.os.name: Ubuntu host.os. family: debian host.os.version: 18.04.3 LTS (Bionic Beaver) host.os.platform: ubuntu host.containerized: false
host.name: container host.1d:

host.ar aarch64 tun_in_pkts: 10 timestamp: 1571218652 lan2_in_pkts:

agent.hostname: container agent.id: 338eabbd-d7e3-4638-8a17-643825193ae9 agent.type: filebeat agent.ephemeral id: 15b8c687-d561-4ca3-
ba14-0f3c08152824 agent.version: 7.2.0 lan2_out_pkt:

8 log.source.address: 127.6.6.1:49586 lanl_out_bytes: 66,343,871 tun_out_pkts: 10
lan2_in_bytes: 0 ecs.version: 1.68.6 wan_in_pkts: 7,778,586 host.hostname: container host.os.kernel: 4.14.47 host.os.codename: bionic
host.os.name: Ubuntu host.os.family: debian host.os.version: 18.84.3 LTS (Bionic Beaver) host.os.platform: ubuntu host.containerized: false

host.name: container host.id: 14coed host..

aarch64 tun_in_pkts: 10 timestamp: 1571218646 lan2_in_pkts:

agent hostname: container agent.id: 338eabbd-d7e3-4638-8a17-643825193ae9 agent.type: filebeat agent.ephemeral id: 15b8c687-d561-4c83-
bal4-9f3ces152624 agent.version: 7.2.8 lan2_out_pkts: ® log.source.address: 127.6.8.1:49584 lan1_out_bytes: 68,343,679 tun_out_pkts: 18
lan2_in_bytes: @ ecs.version: 1.68.6 wan_in_pkts: 7,778,567 host.hostname: container host.os.kernel: 4.14.47 host.os.codename: bionic

host.os.name: Ubuntu host.os.family: debian host.os.version: 18.84.3 LTS (Bionic Beaver) host.os.platform: ubuntu host.containerized: false

host.name: container host.id: host.ar : aarch64 tun_in_pkts: 10 timestamp: 1571218640 lan2_in_pkts:

agent.hostname: container agent.id: 338eabbd-d7e3-4638-8a17-643825193ae9 agent.type: filebeat agent.ephemeral id: 15b8c687-d561-4ca3-
bal4-0f3ces152624 agent.version: 7.2.0 lan2_out_pkts: 0 log.source.address: 127.0.0.1:49580 lam_out_bytes: 60,343,487 tun_out_pkts: 10

lan2_in_bytes: @ ecs.version: 1.0.0 wan_in_pkts: 7,770,545 host.hostname: container host.os.kernel: 4.14.47 host.os.cod

: bionic
host.os.name: Ubuntu host.os.family: debian host.os.version: 18.84.3 LTS (Bionic Beaver) host.os.platform: ubuntu host.containerized: false
host.name: container host.id: 14céed host.

aarch64 tun_in_pkts: 10 timestamp: 1571218634 lan2_in_pkts:

agent.hostname: container agent.id: 338eabbd-d7e3-4638-8a17-643825193ae9 agent.type: filebeat agent.ephemeral id: 15b8c687-d561-4c83-
bal4-8f3ce8152624 agent.version: 7.2.8 lan2_out_pkts: @ log.source.address: 127.6.6.1:49578 lanl_out_bytes: 68,342,852 tun_out_pkts: 18

14. Kibana® 7« X A/NUEE
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A-4: X7 LOT

{8 A: Elastic Stack= R Lz 7 —5 OE#R1L

filebeath\5XELTZOTFT—5 (3. KibanaOOJBEE CHEZEIDEMNTET LY, Elasticsearch¥Kibana

(CEMDEREIHELDFTE A

filebeat.inputs:
- type: log
paths:

- /var/log/syslog

fields:

tags: "system_log"

BIRIE. EBBDOKS(CsyslogT 7 1 ILEXET B L DICERE LIBES.

LTRRCEET,

£ @8 v
AbU—4L FE
®
[ Q
=] Timestamp
Oct 16, 2019 @ 15:25:07.101
e Oct 16, 2019 @ 15:25:07.163
Oct 16, 2019 @ 15:25:22.162
a Oct 16, 2019 @ 15:39:57.151
Er Oct 16, 2019 @ 15:39:57.158
= Oct 16, 2019 @ 15:39:57.158
4 Oct 16, 2019 @ 15:48:22.163
Oct 16, 2019 @ 15:48:22.163
& Oct 16, 2019 @ 16:17:07.291
&

Oct 16, 2019 @ 16:17:07.294
@ Oct 16, 2819 @ 16:17:22.295
Oct 16, 2019 @ 17:06:57.473

Oct 16, 2019 @ 17:06:57.475

Oct 16, 2019 @ 17:06:57.475
Oct 16, 2019 @ 17:06:57.475
Oct 16, 2019 @ 17:07:22.477
Oct 16, 2019 @ 17:17:087.507

Oct 16, 2019 @ 17:17:087.518
Oct 16, 2019 @ 17:17:22.512

= FLWTY PU—ZAR)—A

i

event.dataset

© SEEH S

Message

Oct 16 86:24:47 container snmpd[7408]:
=11

Oct 16 86:25:01 container CRON[18877]:
fetc/cron.daily ))

Oct 16 86:25:17 container snmpd[7488]:
Oct 16 86:39:47 container snmpd[7408]:
11

Oct 16 86:39:47 container systemd[1]:
permitted

Oct 16 86:39:47 container systemd[1]:
Oct 16 86:40:17 container systemd[1]:
Oct 16 86:48:17 container snmpd[7408]:
Oct 16 87:16:47 container snmpd[7408]:
11

Oct 16 @7:17:01 container CRON[19485]:
Oct 16 87:17:17 container snmpd[7488]:
Oct 16 08:06:47 container snmpd[7408]:
-1

Oct 16 08:06:47 container systemd[1]:
n not permitted

Oct 16 88:06:47 container systemd[1]:
Oct 16 88:86:47 container systemd[1]:
Oct 16 08:07:17 container snmpd[7408]:
Oct 16 88:16:47 container snmpd[7408]:
11

Oct 16 88:17:01 container CRON[19585]:
Oct 16 @8:17:17 container snmpd[7408]:

® HAFTAZX B Highlights FLLT

message repeated 15 times: [ error on subcontainer 'ia_addr' insert
(root) CMD (test -x /usr/sbinfanacron || ( cd / & run-parts --report

error on subcontainer ‘ia_addr' insert (-1)

message repeated 29 times: [ error on subcontainer "ia_addr’ insert
apt-daily-upgrade.service: Failed to reset devices.list: Operation not

Starting Daily apt upgrade and clean activities...

Started Daily apt upgrade and clean activities.

error on subcontainer ‘ia_addr' insert (-1)

message repeated 73 times: [ error on subcontainer 'ia_addr’ insert

(root) CMD (
error on subcontainer ‘ia_addr' insert (-1)

cd / & run-parts --report /etc/cron.hourly)

message repeated 99 times: [ error on subcontainer 'ia_addr’ insert
systemd-tmpfiles-clean.service: Failed to reset devices.list: Operatio
Starting Cleanup of Temporary Directories...

Started Cleanup of Temporary Directories.

error on subcontainer “ia_addr’ insert (-1)

message repeated 19 times: [ error on subcontainer "ia_addr’ insert

(root) CMD (
error on subcontainer “ia_addr’' insert (-1)

cd / & run-parts --report /etc/cron.hourly)

15. Kibana®O4 E®&

syslogMABZE FEEDLS(CUTILE 1

1 ARU—A@1E

ree)

tail IV Y ROWebUIRD K SEBEEICE D> THD, OTDRBEN T 1 VI VI EBRCITSCEMNTER

T EHOIVFIRENSOITEXEITSLDCLTHFE v—NAITCOTNEEZE—FELT

AT,
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https://www.elastic.co/guide/en/beats/journalbeat/7.x/journalbeat-overview.html

FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX {8 A: Elastic Stack= R Lz 7 —5 OE#R1L

A-5: 2EZ &K

[1] Elastic Stack https://www.elastic.co/jp/products/elastic-stack

[2] ElasticH > > O— R Y  https://www.elastic.co/jp/downloads/

[3] Elasticsearch https://www.elastic.co/guide/en/elasticsearch/reference/7.2/setup.html

[4] Kibana https://www.elastic.co/guide/en/kibana/7.2/setup.html

[5] Important Elasticsearch configuration https://www.elastic.co/guide/en/elasticsearch/reference/7.x/
important-settings.html

[6] Secure settings https://www.elastic.co/guide/en/elasticsearch/reference/7.2/secure-settings.html

[7] Configuring Kibana https://www.elastic.co/guide/en/kibana/7.x/settings.html

[8] 118n settings in Kibana https://www.elastic.co/guide/en/kibana/7.x/i18n-settings-kb.html

[9] Step:1 Install Packetbeat https://www.elastic.co/guide/en/beats/packetbeat/7.2/packetbeat-
installation.html

[10] Visualize your data https://www.elastic.co/guide/en/kibana/7.x/tutorial-visualizing.html

[11] FITELnet LXC77 U o —2 3  https://www.furukawa.co.jp/fitelnet/product/container/Ixc/index.html
[12] Saved objects https://www.elastic.co/guide/en/kibana/7.2/managing-saved-objects.html

[13] OV Y RU DT 7L Y -BRESER https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/
cmd_refe_config.pdf

[14] Ingest./ — = https://www.elastic.co/guide/en/elasticsearch/reference/7.x/ingest.html

[15] JSONZOt wH https://www.elastic.co/guide/en/elasticsearch/reference/7.x/json-processor.html
[16] Date Processor https://www.elastic.co/guide/en/elasticsearch/reference/7.x/date-processor.html
[17] Date Index Name Processor https://www.elastic.co/guide/en/elasticsearch/reference/7.x/date-index-
name-processor.html

[18] Saved Objects https://www.elastic.co/guide/en/kibana/7.2/managing-saved-objects.html

[19] journalbeat https://www.elastic.co/guide/en/beats/journalbeat/7.x/journalbeat-overview.html
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FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX MR B: USBTS w1 XEUDHEA
8% B: USBT7 5w a XEUDER

JYVFFRIBCUSBI S Y Y A XEYEFERI SIHEIE. FEEOIVY REIL—FO0SRICERET SHENRDD
T,

* container device disk
(i ) ITVROBEME. IVURU T 7L Y ERESEESBL T T,

PIZIE DVFFERERD /tmp/usbfl DF v LI RJICHLTVYDO Y EULRWMEE. TEOXSCHRELE
ER

Router(config)#container device disk /tmp/usbf1 usb 1

FROBREERMI S L. IV FFTRIBETE tmp/usbfl D7« LD AU BRBENICEREINE T, DT« L
DRURIC D71 IVEREITSE. USBISYIIAXEUAIREINT D,

o FEEMBEETOHIIC. JL—FOSEITUSBLICUSBEY 12— JbEmountL TH < HE
R&HEOET,

o « IVFFBERAICERESNET « LI Y (EBOBITE /tmp/usbfl) (. USBT
S w3 XE Y Eumount L TEEBMICEEIRE NER Ao HBICHU TFETHI
LT EE L,
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FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX R CR—EZAY VOEEEDHER
° 2 — — S * Ab
{TEk C: R—bEZHU> THgEDER

IW—B0SOR—EZS IV IMEEEFAT S L. L—IRBEOFMT —IEIVFTTREANENTEZCEEN
AIEECY . COHEEEZENRAIZCET. YT TRECHRT — S DB PAREET S CENTEE T,

0 R—bEZAUVTEBENSREICDVTIE. OVYRU D7 LY EREEREESRBL
T30,

DR 19. R—hEZRV> T HEBEDRE B

F220#port-monitor mirrored gigaethernet 2/1 in
F220#port-monitor monitor container
F220#show port-monitor
[Current state]
mirrored port(ingress):
mirrored port(egress) :

monitor port: container
F2204

FREOELSCR—FEZAY VIBROENEE IV FTBRIBICETEITDE. VT HBREAITIE eth0 D1V
AT —XARBEEFNICENEINE T, CHDTUYSTIT—XICHUTIPZRLUIADEEINESDFHA. eth0
DAV TIT—IAMI TV UIERENDTEITHIBEE. TREODEDICTIYITI—XET7VvILTHSCH
ALIZE 0,

root@container:~# ip link set eth® up

O R—hEZHUVIWIEEREATY BHEE. TRORICIEE LS,
C BRBIRRT—SEF v IF v I BHAE. - S REOPRIERECEEES 2 3TN D E T,
F. RTORMT —IEF v IF v TEBLRFROEL A

o ethO LIADT VS —D 1 —EEBMLTLSIRETreboot IV REETI D&, IVTFTREBDIEE#IC
KRBT BAEEMRH D EX T, rebootd BHFEF. R—EEZSDEEZHIPR (no port-monitor monitor
container) LTL72E L),

o EUEEMNKKRUIESE. BE. IL—S0SOCLINS OV EEAEREEL TR0,
o JU—AOSHCLINS OV FBE*BitE (container restart) 9 dIBSIRAEH D F A

« VT FTREOBIEEET etho BHEIBRINTL I o BEIE. BE. R—~EZHDHRE (port-

monitor monitor container) 7o TLEE L\,
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FITELnet F70/F71/F220/F221/F225/F310/F220 EX/F221 EX V5 BURIEBEDFERAE

130-M0976-BS01-F

F1TH 202548H

RITEE HABRIEKRNSH

s REQO—HI I EERTHICEHLLIVLD. SBLVZLET,
« AEE. BEDRHICFELLUICEEISCERHDET,

s RE(CEEINZT—SIDFRAICERT 2E=ENFEFE. ZOMDERN. IBF(CDLTIE. BEEZD
SEEEVFEEA

© 2019. FURUKAWA ELECTRIC CO., LTD. All right reserved. 54 /54



	FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX: コンテナ型仮想環境の使用方法
	目次
	はじめに
	本書の構成
	マークについて
	注意事項
	補足情報
	参考資料

	Chapter 1. コンテナ環境のセットアップ
	1.1. コンテナ環境のリソース
	1.2. ルータOSの設定(CLI)
	1.2.1. コンテナ環境生成のための設定
	1.2.2. インタフェース設定例

	1.3. コンテナ環境のネットワーク設定
	1.4. 時刻同期のための設定
	1.5. コンテナ環境の起動
	1.6. コンテナ環境への接続
	1.6.1. シェル起動
	1.6.2. コンソール接続
	1.6.3. ネットワーク接続

	1.7. コンテナ環境の停止
	1.8. 設定例
	1.9. 参考資料

	Chapter 2. アプリケーションの実行
	2.1. Alpine Linuxが提供するアプリケーション
	2.1.1. SSHサーバ
	2.1.2. パケットキャプチャ
	2.1.3. SNMPエージェント
	2.1.4. packetbeat
	2.1.5. NetFlow(softflowd)

	2.2. 参考資料

	付録 A: Elastic Stackを使用したデータの可視化
	A-1: サーバのセットアップ
	A-1-1: Elasticsearchの設定
	A-1-2: Kibanaの設定
	A-1-3: 時刻同期の設定

	A-2: ネットワーク解析データの可視化
	A-2-1: packetbeat

	A-3: インタフェースの統計情報
	A-4: システムログ
	A-5: 参考資料

	付録 B: USBフラッシュメモリの使用
	付録 C: ポートモニタリング機能の使用

