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interface GigaEthernet 1/3
Evlan-id 50

Ebridge-group 30
Echannel-group 30
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exit

|

interface Port-channel 30
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I " #$()YB610*dsn»>8S*adEPKiI 4] H+2KjUMGNI *Z[< =>?0S C1
O*dsn»>8| 7T8GHZ[ * Gigag" ? mp>P 21\ C" D3/1)* aUEG*° 6| O} MG9 Giga
3/1D F220/F221* 6 BN

interface GigaEthernet 2/1

Evlan-id 31

Ebridge-group 31

Echannel-group 31

exit

!

interface Portchannel 31

Eip address XxX.XXX.XXX.XXX YYY.YYY.Yyy.yyy
exit

H I " #$()D=>?2083>?2bu>"WXC10*3dsn»>&S78CMGN
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1.3.<=>?@A' TCDU+, L M
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CLIl'i "j | °0aUvwCGN : ;| AaUDEYCMGN 23D ! i "jcm-u"P-gUUUOUPEY

Ox " ©g N

container configuration

Edns xx.xxy.y.y.y Yz 6"*0))20¢~auC~©g}

Ehostname F221-Container

E!

Einterface 1

E bridge-group 1 YZ =>? O$ LAN"?mp>P*Kcsit=>bNO|20¢~"©g}
E ip address 192.168.127.21 255.255.255.0

Eexit

E!

Einterface 2

E bridge-group 30 YZ =>? O% LAN"?mp>P*Kcsit=>bNO|20¢~"©g}

E ip address 10.10.30.10 255.255.255.0
E ip gateway 10.10.30.1

Eexit
E!
exit
g"?mp>PaUD*acC[\ZTu< ! "#$()i*q"?2mp>P*NTD=>
" 20S * VLANg" ?>mp>PJ > GMGN! " #$ ()i CVLANGQ" ? mp>P*
AUEO6~\ X6 CM¢ £EN
aUK] ! Cz6< refresh ''i " j ENOC~aUE>? CMGN
=>?20S *LANg" ?mp>PaU| ~KcsTt=>bNOrdsn»>&éaju
# PEA _CZ+2D<  ¢~!"#$i*q"?2mp>PaUE”_GHi aKj uM

GN
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1.4 VWXY'"' O#' L M

I " #$()EL10*3dsn»>8|78CZa"iq"*()C+, GHt2D< <=A-*aUEOG~
"O©gIN <=KA-gh~}"}J< °sd>T*_b%Cci>J  Hvw* Kj G MGN

té>e=0>j C; z*aUEO} MGNNTPO>¢é*aj uPD¥F, * ()| jO0¢~aUcC~" ©Og
IN

)*+2.9: ;, <"678
Router(config)# ntp server 192.168.1.10

" Qd * Elastic StackE+, CZ3 >?*ve; EQ0+2D< <=A-*aUKifJ°
G MGN

<g*cl>P| EC~D! "#%$() WC&"' ; GHI JKCLM¢£EN =>20S *<=cl|l >PJhT
J HZ[< !'"#$()iC<=A-*aUEQObdi aDj 04 M¢ £N

" #$ ()i CD< <=A-EO6Z[ *3>0" b é&EP (systemd-timesyncd )K
# q"Pn>=gh~} MGK< ; z*°6| O>i PEf XGHI JDCLM¢£EN 1 j
=>?20S C<=A-EO06°6] alC~" ©g N

root@container:~# systemctl status systemd-timesyncd

E systemd-timesyncd.service - Network Time Synchronization

E Loaded: loaded (/lib/systemd/system/systemd-timesyncd.service; enabled; vendor preset:
enabled)

E Active: inactive (dead)

Condition: start condition failed at Mon 2019-12-02 06:16:35 UTC; 1min 6s ago

E mq ConditionVirtualization=!container was not met

E Docs: man:systemd-timesyncd.service(8)
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15.<=>? @A"' Z |

" #%$ () Ef XGH| D< =>? OS* CLIY® containerstart ! i "j ENOC~" ©g IN

Router# container start
start ok?[y/N]:yes

Router#
# f X! " mAt (boot.cfg)| containerenable ! i "j EaUCZe&e¢C=>7? @QAE
f XCZ+2D< kXA| ! "#$()*f XKOOhMGN
" #$()f X< ! "#%$| aUEO6 ~} "} ac¢ CD< show containerlist & ° O show container
information | ~G* ° 6  mYKodghMGN OO I i "jcm-u"P-a, aA0b

Router#show container list

a5
T

| NAME |BASE IMAGE| IMAGE VERSION | STATE |IPV4|IPV6 |
+

| container | 5c4e1566dd | 3.12 20201012 _15:00 | RUNNING | | |
+

Router#show container information

Name: container
Remote: unix://
Architecture: aarch64
Created: 2019/10/08 02:09 UTC
Status: Running
Type: persistent
Profiles: default
Pid: 3602
Ips:
Elo: inet 127.0.0.1
Elo: inet6 :1
Resources:
E Processes: 59
E CPU usage:
CPU usage (in seconds): 18
Memory usage:
Memory (current): 30.74MB
Memory (peak): 33.24MB
Network usage:
lo:
Bytes received: 237.99kB
Bytes sent: 237.99kB
Packets received: 2858
Packets sent: 2858
Sit0:
Bytes received: OB
Bytes sent: OB

> [T [T [T [T [T T T T T T Th [Th
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Packets received: 0

Packets sent: 0
eth30:

Bytes received: 0B

Bytes sent: OB

Packets received: 0

Packets sent: 0
Router#

> [T e e me mp mp
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16.<=>?2 @A\ ' ] ~
" #%$()S*78-.D; z*3VKj U4MGN

¥Qp=f X

| =>?20S CLIYS! " #$() W Qp=Ef XC~a8EPCMGN®° P»>j HI * CCroot

1>-JC~étqg" vwCGN

¥I"1 >=78

o

P»>j Ki a CGN

¥dsn»>e78

l=>?2@A10YB! "#$() SSSHT8C~aéEPCMGN3m =nCD< > -

1 operator <° P » >j 1 fitelnet-container | ~< ét q" v wCGN

>?2 0% CLIYS! "#$()W+r! "| >=Ef XC~a8EPCMGN&t q" GHZ[ | D

5

¥noaéEPI< >-, /PP»>jD<3m =nYd"_C~¥F,})zoO"

I JEpgCMGN

¥Qp=f X| °H!I "#$() S* 78D<

¥!"#$()| DT a*7>-apo"nE6UVWCGN >

*TTCcsl| 6G6~" ©g}N

>?20S *5679>-
\ aé EPVWCGNG56T>-*4a4AD< 6" ~*i 1 Csl| O6~" ©g}N

CihFrcC

*aAD< 8" A

" #$()] étq" GHZ[ *apguo"nE<3m =nYd"_GH-.E ACMGN ; z*°5%
[< LANT *t u%! "#$Svwvw () YOSSHEtq" C~< bC} apo" nE useradd/passwd

li"j]°a6UC~" ©g N

$ ssh operator@10.10.30.10

operator@10.10.30.10's password: YY !3m’ =n*P»>j "fitelnet-container"

Welcome to Alpine!

The Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.
See .

You can setup the system with the command: setup-alpine
You may change this message by editing /etc/motd.

container:~$ sudo su

[sudo] password for operator: ~ YYY 13m'=n*°P»>j “fitelnet-container"
/home/operator # useradd -m furukawa

/home/operator # passwd furukawa

New password:

Retype new password:

© 2019. FURUKAWA ELECTRIC CO., LTD. All right reserved.
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passwd: password updated successfully

/home/operator # su - furukawa

container:~$ id

uid=1000(furukawa) gid=1000(furukawa) groups=1000(furukawa)
container:~$ exit

/home/operator #

\C"D;z*°6|< =>209 ~Qp=fX|°a! "#$()| é6tq" C~Yd< bC}apo" n
E useradd/passwd ! i "j | C06UC~" ©g N

F220#container attach

~ # useradd -m furukawa

~ # passwd furukawa

New password:

Retype new password:

passwd: password updated successfully
~ # su - furukawa

container:~$ id

uid=1000(furukawa) gid=1000(furukawa) groups=1000(furukawa)
container:~$ exit

~#

bC"o6UCZapo" n| root6/ EQRGH=+2 D< : ; (1),QENOC~" ©g N

¥ (1) b sed '/*root/a< § > -, >ALL=(ALL:ALL) ALL' /etc/sudoers | EDITOR=tee visudo > /dev/null akE
NOC~< <f>-, > sudo6/ EQR

¥ (2) b cat /etc/sudoers | grep-A1 oot A ENOC~< <> , > sudo6/ QRghZl JE0O9:
; *° 0] mYghhFOKCGB

~ # sed '/*root/a furukawa ALL=(ALL:ALL) ALL' /etc/sudoers | EDITOR=tee visudo > /dev/null
~#

~ # cat /etc/sudoers | grep -A 1 “root

root ALL=(ALL:ALL) ALL

furukawa ALL=(ALL:ALL) ALL

~#

PzNAIk 3m”  =n*apo"nExyC~" ©g}N

~ # userdel operator

~ # exit
F220#
containerattach C! " #$ ()| a8 EPCZ+2D<root]>-JC~&tgq" CM
# GN rootf>- *°P»>j\si|]auc~" ©g]N
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~#id

uid=0(root) gid=0(root)

~ # passwd

New password:

Retype new password:

passwd: password updated successfully
~#

.| ae EPDEYCMGN

1.6.1. RJ Z[

= > ? OS* CLIP C container attach E NOC MGN

Router#tcontainer attach
~ # uname

Linux

~ # exit

exit

Router#

# extEHI GHJ =>? 0% CLI| z G MGN
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162.<=H+J] ~

= > ? OS* CLIP C container attach console  ENOCMGN! "1 >=78EQ06J< f X<r Q{ sn|
o"<*étéeéKtu]|]}!l ghMGN

Router#container attach console
To detach from the console, press: <ctrl>+a q

Welcome to Alpine Linux 3.12
Kernel 4.14.47 on an aarch64 (/dev/console)

container login: root

Password:

Welcome to Alpine!

The Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.

See http://wiki.alpinelinux.org/

You can setup the system with the command: setup-alpine

You may change this message by editing /etc/motd.

container:~# uname -snm

Linux container aarch64

container:~# exit

Welcome to Alpine Linux 3.12
Kernel 4.14.47 on an aarch64 (/dev/console)

container login:

Router#

# =>?0S CLI| zH| D< <ctrl>+aq EHI C~" ©g IN
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1.6.3. T CDU+, | A

=>?@A10*t uYdSSHREé EPEO} MGN

root@remote:~# ssh 10.10.30.10
root@310.10.30.10's password:
Welcome to Alpine!

The Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.
See http://wiki.alpinelinux.org/

You can setup the system with the command: setup-alpine
You may change this message by editing /etc/motd.

container:~#

container:~# cat /etc/os-release
NAME="Alpine Linux"

ID=alpine

VERSION_ID=3.11.0
PRETTY_NAME="Alpine Linux v3.11"
HOME_URL="https://alpinelinux.org/"
BUG_REPORT_URL="https://bugs.alpinelinux.org/"
container:~# exit

Connection to 10.10.30.10 closed.
root@remote:~#

¥1 " #$()| ~< SSH78~J "  HIPaj uP*aUKi &CGN ! " #$ () *
dsn»>8aU*aEOxC~" ©g N

# ¥3m =nCDSSHO>i P*°P»>j 6 D :J 6~}MGNaU~_ GH
+2 D< SSHO>é* AaEOxC~" ©gIN «=-Ad E+, GH+2D< ©° P»
>j *HI Di &dj G4 M¢ £N

«-Ad Cétq" GH+2D<ua[éiqa"niCd AETUC~!"#$ ()i | «-A*@&eE
AdC~06"1 4K GMGN 6 AD; z*!i"jCOUVWCGNOUCZ«-AD< CEGHTY>-
*E>R3 AuéncN; | i Hauthorized keys 9 ~/.ssh/authorized keys B| AdC~" ©g}N 23 Da

iqg"i O¢ca=%EOxC~" ©g N

)* +3.SSH=>7?" @A 8

root@remote:~# ssh-keygen

ssh-copy-id ! i " j K+, CLH()CD< ; z*°dé|cu>n*tui Y6«=-A* AdKvwCGN
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)*+4.SSHBC?" DE8

root@remote:~# ssh-copy-id root@192.168.127.21

# SSHO>é*°P»>j 6 E9: | C~8"14aKjUMGNAdK] ! CzZd< °P
»>] 6 E :| C~8"1JE®6 O[] CMGN
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1.7.<=>? @A"' ~ a
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I " #$()E& GHx2D< ! " #$() WCpoweroff ! i "j %| °uQ{sn|o" EO6~"©

g IN

container:~# poweroff

\ C" D< =>?0S CLIi Y& containerstop ! i "j ENOC~"

Router#container stop
stop ok?[y/N]:yes

©g IN

Router#
" #%$() EUAf XGH+2 D< =>?2 0OS CLIi Y& containerstat ENOC~
# "©gIN ! "#$() WCreboot! i "j ENOCZ+2D< ! "#$() KUf XG
H* C containerstat ENOGHI aDj G4 M¢ £N
n =>7? OS C containerenable ! i "j ExyC~!"#$BwE :; CZx2

D< kXA| !'"#$()\VQ{sn|] o" ghMGN

" #$()EF, C~}HG#| 1$OFF%C=>? @AE&' CZ+2D< ! " #$

" #$ () &' I< showcontainerlist © ° 0 show container information

hMGN OOt i "jcm-u"P-a, aA0lV

Router#show container list

+

| NAME |BASE IMAGE| IMAGE VERSION | STATE |IPV4|IPV6 |

a5
T

| container | 5c4e1566dd | 3.12 20201012_15:00 | STOPPED| | |
+

Router#show container information

Name: container

Remote: unix://

Architecture: aarch64

Created: 2019/10/08 02:09 UTC
Status: Stopped

Type: persistent

Profiles: default

Router#
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1.8.L MS

! "#$ () EF, GHZ[* 8sn»>¢@U*aUDE¥ ACMGN

I T HERE

container-useA <Y > K
Port- 2L YERTE
channel channel channel -_—

31 30

21 vF

—> Routing <
¥

| Giga2/1

Giga 1/1 Giga 1/2 Giga 1/3 Giga 1/4

12, #$%&"' (" FG+H31 JA8R2 K" 1$2453* LMNOPQR)
00t rw Ay™2193Kcsit=>b* @QAWO @U
CLlAUDG* TuCGN

)* +5.#$%&' (" FG+H31 JAB2K" 1$2453* LMNOPQR)"CLI 6 7

container configuration

Edns x.x.xxy.y.yy Yz &"*0))20¢~auC~©g}
Ehostname F221-Container

E!

Einterface 1

E bridge-group 1

E ip address 192.168.127.21 255.255.255.0
Eexit

E!

Einterface 2

E bridge-group 30

E ip address 10.10.30.10 255.255.255.0
E ip gateway 10.10.30.1

Eexit

E!

exit

!

NP SEIVer XXX.XXX.XXX.XXX

|

interface GigaEthernet 1/1

Evlan-id 50

Ebridge-group 30

Echannel-group 30
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Econtainer-use

exit

!

interface GigaEthernet 1/2
Evlan-id 1

Ebridge-group 1
Echannel-group 1
Econtainer-use

exit

!

interface GigaEthernet 1/3
Evlan-id 1

Ebridge-group 1
Echannel-group 1
Econtainer-use

exit

!

interface GigaEthernet 1/4
Evlan-id 1

Ebridge-group 1
Echannel-group 1
Econtainer-use

exit

!

interface GigaEthernet 2/1
Evlan-id 31

Ebridge-group 31
Echannel-group 31

exit

!

interface Port-channel 1
Eip address 192.168.127.20 255.255.255.0
exit

!

interface Port-channel 30
Eip address 10.10.30.1 255.255.255.0
exit

!

interface Port-channel 31
Eip address XxX.XXX.XXX.XXX YYY.YYY.YyY.yyy
exit

|

show container list & ° G show container information DG* ° 6| mY g h MGN

Router#show container list

+
| NAME |BASE IMAGE| IMAGE VERSION | STATE | IPV4 | IPV6 |
| container | 5c4e1566dd | 3.12 20201012_15:00 | RUNNING | 192.168.127.21 (eth1) | |

| | | | 110.10.30.10 (eth30) | |
+

Router#show container info
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Name: container

Remote: unix://

Architecture: aarch64

Created: 2019/10/08 07:46 UTC
Status: Running

Type: persistent

Profiles: default

Pid: 23852

Ips:

Elo: inet 127.0.0.1
Elo: inet6 ::1

E ethl:inet 192.168.127.21 sit0
E ethl: inet6 fe80::280:bdff:fef0:5a76 sit0
E eth30: inet 10.10.30.10  sit0
E eth30: ineté fe80::280:bdff:fef0:5a76 Sit0
Resources:
E Processes: 24
E CPU usage:
E CPU usage (in seconds): 15
E Memory usage:
Memory (current): 4.98MB
Memory (peak): 8.13MB
E Network usage:
ethl:
Bytes received: 3.89kB
Bytes sent: 908B
Packets received: 68
Packets sent: 12
eth30:
Bytes received: 170.38kB
Bytes sent: 9.82kB
Packets received: 100
Packets sent: 120
lo:
Bytes received: 1.06kB
Bytes sent: 1.06kB
Packets received: 12
Packets sent: 12
Sit0:
Bytes received: 0B
Bytes sent: OB
Packets received: 0
Packets sent: 0

T mp

T e T [T [T T T T T T T T T T T [T [T TP T TP
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1.9.8 9 : ;

[1]!' i "j cm-u" P-@UU0U hitps://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/
cmd_refe_config.pdf

[2]'i "jcm-u" P-@UUOUU hitps://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/
cmd_refe_config.pdf

[8]'i "jcm-u" P-4, &AU https://www.furukawa.co.jpffitelnet/f/man/70_220/pdf/
cmd_refe_ope.pdf

[4]Bw Ay https:/iwww.furukawa.co.jp/fitelnet/f/man/70_220/pdf/kinou.pdf
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FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX Chapter 2. abcd>Qe"*NO
—_— |
Chapter2. EFGb+ c="' de

I' " #3% () CD< AlpineLinux O>P* QP# RKf XCMGN AlpineLinux K aGHI mnopa*a
| O>j°o>#A&a*I mnopa k\kX| gq"Pn>=C~X6g¢HI JKvwCGN

XaCD< ;z*| mnopa| V}~<!"#%$()WC* NODEY CMGN

¥ SSHO > &

¥° dsn%{ b=+ { (tcpdump)

¥SNMPc >7 p" n
¥0sn»>é°%°dsna$i gq- > (packetbeat)

(filebeat)

Y&t acéo>

I il mmopa*+, éérigE"PEsi | &6~+, C~" ©g N

© 2019. FURUKAWA ELECTRIC CO., LTD. All right reserved. 23/54



FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX Chapter 2. abcd>Qe™NO

2.1. Alpine Linux f ghi j EFGb+ c=

' " #$% () CD< AlpineLinux *gi >7 | ] Mh~} HIl mnopaE+, GHI J KCL MGN MZ<
apk™ i " j E+, C~AlpineLinux K"aGHI mnopa*q"Pn>=rasbtu>j\vwCG9
fC< 1l *+2D!"#$()K1LO0*dsn»>e| 78C~} HI JKi @ CGBN

apt! i "jJ E+, C~Il mnopaEq"Pn>=GHt2D<ao[°sd>TcPnE_bC~38"1 aKk
i GMGN _bGH%z2D< ;z*°6|!i"jENOC~" ©g]N

root@container:~# apk update

g"Pn>=16*°sd>1D<; z*!i"]j C0o06CLMGN

root@container:~# apk list --installed

# q"Pn>=16°sd>T*asb3>n\apk! i "j CNOCLMGNsT asbh
3 >nEO6~" ©g N
|MPORTANT:q"Pn>=C‘)qO*0L‘°Sd>Tr'I'M*°Sd>TBC\kE06J<!"#$()*

3 APé{. KAi¢cGHONJ  GMGNAad °sd>7  kDxyGH kC~sl °sd>1 MCa
, GHI JE8 O] CMGN

AlpineLinux *abcd>Qe"r QP#R* +} - | EC~D<; z*| %¢i "n  KEOO| C~" ©
g N

¥ Alpine Linux package management
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2.1.1. SSHK + |

OpenSSH Servert?™Ka [ q" Pn>=gh~} MGN: ; | NODEY CMGN

)* +6.SSHS3T" UV S8

container:~# rc-service sshd start

E* Caching service dependencies ... [ok]
ssh-keygen: generating new host keys: RSA DSA ECDSA ED25519
E* Starting sshd ... [ok]

container:~# rc-service sshd status
E* status: started
container:~#

" #$()fX<| kXA| O>i PEf Xg¢z} +2D<;z*°6|] aUEO6~" ©g N

)*+7.SSHS3T" WVUVS8

container:~# rc-update add sshd

E* service sshd added to runlevel default
container:~# rc-status

Runlevel: default

Enetworking [ started ]

Emonit [ started 00:48:50 (0) ]
Echronyd [ started ]

Ecrond [ started ]

Esshd [ started ]

Dynamic Runlevel: hotplugged
Dynamic Runlevel: needed/wanted
Dynamic Runlevel: manual

container:~#
¥rootf>- *°P»>j 06 E9: | GHZ[ | D< g 6| PermitRootLogin * &
UAOE9: | GHI @aKj UMGN23D< a"iq"j %¢i " nwWEOXxC~
" ©g N

# ¥rootf>- *°P»>j 06 EOVGHIE%;c#ARM| 66J° G4MG* C< G

Al ¥Ua" ©g N

¥I'"#3$()| e[ g"Pn>=gh~}HI mnopa*du< eésétio"]j

CX6C~RBwE aGHbéti R93 >u" BD< rc-service! i "
LMGN23Da"iq"j %¢i "n%EOXxC~" ©g N

giga"ni YO*78D< dsn»>878*aEOxC~" ©g]N
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21.2. mbCDnoFpo

G*°0O|< tecpdump | cU°dsn%{b+{EO6I1 JKCL MGN

)* +8.XYG+Z[\][" " _8

container:~# tcpdump -i ethl -vvv

tcpdump: listening on ethl, link-type EN10OMB (Ethernet), capture size 262144 bytes
05:07:55.996932 STP 802.1d, Config, Flags [none], bridge-id 807f.b8:be:bf:06:dc:00.8004, length
43

E message-age 0.00s, max-age 20.00s, hello-time 2.00s, forwarding-delay 15.00s

E root-id 807f.b8:be:bf:06:dc:00, root-pathcost 0

05:07:56.780103 IP6 (flowlabel 0x489cc, hlim 255, next-header ICMPV6 (58) payload length: 16)
container > ip6-allrouters: [icmp6 sum ok] ICMPS, router solicitation, length 16

E source link-address option (1), length 8 (1): 00:80:bd:f0:5a:76

E 0x0000: 0080 bdf0 5a76

05:07:57.998935 STP 802.1d, Config, Flags [none], bridge-id 807f.b8:be:bf:06:dc:00.8004, length
43

E message-age 0.00s, max-age 20.00s, hello-time 2.00s, forwarding-delay 15.00s

E root-id 807f.b8:be:bf:06:dc:00, root-pathcost 0

G

3 packets captured

3 packets received by filter

0 packets dropped by kernel

%{b+{0UEmM-qg=| G! GHI J\ v wCGN

container:~# tcpdump -i ethl -w packet.cap

tcpdump: listening on ethl, link-type EN10MB (Ethernet), capture size 262144 bytes
NC1 packet captured

1 packet received by filter

0 packets dropped by kernel

root@container:~# Is -l packet.cap

-rw-r--r-- 1 root root 100 Oct 8 05:08 packet.cap

¥m-q=| 0! GH+2D< 2 AP&{. E( CMGN %{b=+{ GH?>?. K
i}+t2D¥U0a" ©g)N

111
¥3>20q0*0aL m-q=EU! GH+x2r< 2 AP&1/O*T { K¢} yLE

6uAEOG6+2 kD< USBmi sQ¢iuc k*10z¥2 AP&éSi! GH
| JE3 O[ CMGN

=>20% p>nuO?2c"t BWE+, GHJI< | "#$ ()i C=>?2@A*#!3>2E%{b=+{G
HI JKVWCGN | *+2< | "#$ ()i CDG*° 6| eth0*q" ?2mp>P| %C~%{b+{EO
} MGN
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)* +9.° 320S" abc32"Z[\]["_8

container:~# tcpdump -i ethO -vvv

pb>nud?c"t Rw*23JU&a8D< Qdtp>nuld?2c"tRw*+, EOx
C~"©g}N

¢l | #!3>?2E%{b+{GH+2D< =>? @A*#! *w| " OEREHvV W
*Ki H* C< ¥Ua" ©g N

" #3()K1LOoO*dsn»>8| 78C~} Ht2D< =>?2@A10*tuPC%{b=+-{00GEmMY
GHI J\ v wCGN Wireshark * cu>n3%{ b+{ RBwE+, CZDE: ; | YCMGN

Mj< cu>n*t uPCWireshark Ef XC~ SSHremotecapture * gq" ? mp>PabQe" E2 «C
~" ©g N

M -0 RIS = BoX
JPME BEE ERN BEHG FIFN0 S4FA) BIHY EEY SEW V-MD ALAH
i u @ ®RE ] =¢ s EIEaQan
(N[ET705 - <Cwl-/> £EM B -] &% | +
Wiresharkid S2F
XviFy
s EERIR ([ [Fe R eTlh - B0 | [FAToRTENE -T2
vEthernet (Default Switch) n ’ n A A A
-#xyh PRUN . N N N

O-nl IVFER"7
o-nll IVFEHE6
O-nll IVFER 8
Adapter for loopback traffic capture A A A ral r A P,

A—YFuh2
S E T
e ]
{-%Fub3

@ Cisco remote capture

SH remote capture

ote capture

Extcap 1 ¥-J1-A:
sshdump.exe
FoIFvI455BL

e
21-¥—ZHAF - wiki - BREEE - AU
Wireshark BFE2EhCR3.0.6 (v3.0 6-0-2908c8=357d00) B &P T — FEFELET

S Fpi b LAy FrOER || Horobsl || Zo7711: Default

I 3. Wireshark "sshdump d\ ef$

# CéGHabQe" KmYgh~} "1} +2D< sshdump * é>=Kqg" Pn>=gh
~})HYKkOYEOOBC~" ©g }N

cz*° 6| NOGHJI< GUPC%{ b+{0uUEca=?qR| mYGHI JKCL MGN
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M Wireshark - 4 5-71-2 #7332 S5H remote capture ? ey
Server futhentication ....... C apture Debue
Remote interface |eth[l |

Femaote capture command |t|:|:u:|um|:| =Urw = wlan and not port szh |

[] Uze sudo on the remote machine

[ ] Mo promiscuous mode

Femote capture filter | |

Packets to capture | I |

Fo F et R RIFLET

FoAI MRS AL AL

I'4. Wireshark " )g3+Z[\ ] [~ _8GUI" QR)

A-| D<; z*-EHI C~" ©g N

¥ Remote interface  :! " #$ () P*q" ?mp>P, EHI C~" ©g} 9=>?@A*#| 3 >?E
%{b+{ GHt2 DethOEHI C~" ©g} B
¥ Remote capture command : tcpdump -Unw - vlan and not port ssh

¥ Remote cature filter :1 8] +, ~HI C~" ©g}

I " #$()*IPaj uPD< ; z*® CHI CLMGN¥F, * ()| i O¢~HIC~" ©g N

M Wireshark . 4 5—-J1-7 #7332 S5H remote capture ? =

{ Server {0 fAuthentication Capture Cebue

Remote SSH server address |192.168.127.21 |

Femote S5H server port |22 |

Fo t FeRE IS AR RIFLES

Fo4 MRS Al Akt

I'5. Wireshark " )g3+S3T" 678

root] > Cét q" GHi aKj UMGN; z*° 6] °UC~" ©g N
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M Wireshark - 4 5-71-2 #7332 S5H remote capture ? ey

Server Capture Debueg

Femote S5H server uzername |r|:n:|t |

Femote 35H server password | |

Path to 55H private key |C:;‘rL|sers;'rau:|minfsshfid_rsapul:-

55H key paszphraze | |

Praosey Cammand | |

Fo F et R RIFLET

5774 M E Bz N

6. Wireshark " )g3+S3T"=>6738

# PzD«-~A®0 Cétg" GHDCGN SSH ° Hroot>:- *ét q" | V} ~
D< SSHO>e* AEOxC~" ©g IN

li"jigrmyYo\lAr| NOGHI JKVWCGN ; z*° 6| NOC~" ©g N

) * +10. Wireshark" )g3+Z[\ ][~ _8(#h$i" QR)
wireshark -k -i <(ssh root@192.168.127.21 "tcpdump -Unw - -i eth0 vlan and not port ssh")

# °Px>j 6 CEtq" GH22D<O°Px»>j *HI?2qz"t]|°6~Dci >J
"Hvw*Kj GMGN | *+2D< «=-Ad | °Gétq" C~NOC~" ©g N
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2.1.3. SNMPq +r R=D

SNMPc >1T p"n*abcd>Qe" ENOGHJ< ! "#$ () * SNMPMIB* é@E2 3 GHI JKC
LMGN si | aUEObzZPC< ; z*° 6| NOC~" ©g N

H " #$()K10dsn»>é| 78gh~}Hi aKj G MGN
kXA| O>i PEf Xg¢H®° 6| CZ}+2D<; z*°6|] alC~" ©g N

)* +11.SNMA 3k 5$+" UV 8

container:~# rc-update add snmpd
E* service snmpd added to runlevel default

" #$()< \C"D<=>?2@A10*tuYd; z*°6| MIBE23 CL MGN
# snmpwalk -v2c -c public -OSX -IR 192.168.127.21 host
MBUUm- gq=E0! C~} H3 AuéncKAiA  +£2< SymbolOID9Pz* DC
D< "host"B* ° UKCL } +2 Kj UMGN Cé GH3 AuéncEAYA| ° UG

# HY< NumericOID E° UC~" ©g )N 23 DNet-SNMP* a" i q" j %¢1 " n%
EOXxC~" ©g N

=>?O0SCSNMPRWEO9: | C~} hF< | "#$()Y6=>20% MIBE&@E23 GHI J\ vwC
GN

root@container:~# snmpbulkwalk -v2c¢ -c public -OSX -IR 192.168.127.20 system

# =>?20S IPaj uPE° UGHI aKi 4 MGN
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2.1.4. packetbeat

packetbeat 'D< Elastic8 | ° G~  gh~} H8sn»>é°dsna$iq- >CGN Elastic8 * ap C
i H< Elasticsearch ®r Logstash!”| 2 >? EA¢GHI JC< J- GUEca=?2qR| ve; GHI JK
v w C GN

3>?2*ve; | V} ~D< Qd? ElasticStackE+, CZ3 >?2*ve; EOxC~"

# ©g IN

Mj< ; z*aUm- q=EU, CMGN
¥ /etc/packetbeat/packetbeat.yml

alUm-qg=#* ; z (1),2),2-1)Da Ui f CGN Packetbeat Reference "EOO| C~aUEO6 ~" ©
g N
¥ (1) packetbeat.interfaces.device

l=>?2@A*#! 2 >?2E7-CZ}+2D< =>20S Cp>nud?c"t BWE9: | CZP
C< eth0 E° UC~" ©g N

¥ (2) output.elasticsearch

13 >?2* 3¢c~E° UCMGN logstash|] &¢ CZ} +2 D< outputlogstash | ° UCM
GN elasticsearch J logstash* * - E° UGHI JDCLM¢£9kudYUV* 6BN

13 >2%*0 ¢ (elasticsearch” kBC6 EO6° 6] aUC~} H+2 D< username

r passwordEsl | aUC~" ©g }N
2D hostst } | ~* IPaj uP< \ C" D< EPn, E° UCMGNLM*} 1 ~E° UGHI J

\ v wCGN

. z(@3D< &t m-q=| EGHaUJ a4MG9aUDI 4&CGBN! "#$()*3 APé{.E( G
HI J| "H*C<ia| +, ~aUC~"©g N

¥ (3) logging.files

) * +12. packetbeat” 6 7 8 l/etc/packetbeat/packetbeat.yml mn o

packetbeat.interfaces.device: ethO (1)
output.elasticsearch: (2)
E # Array of hosts to connect to.

E hosts: ["XXX.XXX.XXX.xxx:9200"]  (2-1)

E # Optional protocol and basic auth credentials.
E #protocol: "https"
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E username: "elastic"
E password: "secret"

logging.to_files: true
logging.files: 3)
E path: /var/log/packetbeat

E name: packetbeat

E rotateeverybytes: 1048576
E keepfiles: 7

E permissions: 0644

Um-qg=*0, K] ! CZ6< O>i PEf XCMGN

Q-

) * + 13. packetbeat" UV 8

container:~# vi /etc/packetbeat/packetbeat.yml
E ( auu.c~u .. B

container:~# rc-service packetbeat start

E* Starting packetbeat ...

P"#$ () f X<| k XA| packetbeatEf XGH® 6| CZ} £2 D; z*° 06| a
UC~"©gI}N g"Pn>=1 DkXA| f XGHaU| D' 6~} M¢ £N

container:~# rc-update add packetbeat
E* service packetbeat added to runlevel default
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2.1.5. NetFlow(softflowd)

=>?@A*#! ni mAsé* éeENetFlow® dsnJC~! ué?Sa¢GHI JKvwC
GN softflowd J } 6 abcd>Qe" EF, CMGN

softflowd * aU- . r +, - . | V} ~D< FITELnetLXCabcd>Qe" F*a>j
*<p  NetFlow(softflowd) +, - .4 | MJ[ ~8 G MG* C< ¥Ox " ©g N
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2.2.8 9 : ;

[1] apk https://wiki.alpinelinux.org/wiki/Alpine_Linux_package_management

[2] Alpine Linux package management  https://wiki.alpinelinux.org/wiki/
Alpine_Linux_package_management

[3] OpenSSH Server https://www.openssh.com/portable.html

[4] packetbeat https://www.elastic.co/jp/products/beats/packetbeat

[5] Elasticsearch https://www.elastic.co/jp/products/elasticsearch

[6] Logstash https://www.elastic.co/jp/products/logstash

[7] Packetbeat Reference https://www.elastic.co/guide/en/beats/packetbeat/7.2/index.html

[B] FITELnetLXCa b c d > Qe " https://lwww.furukawa.co.jp/fitelnet/product/container/Ixc/index.html

© 2019. FURUKAWA ELECTRIC CO., LTD. All right reserved.

34/54


https://wiki.alpinelinux.org/wiki/Alpine_Linux_package_management
https://wiki.alpinelinux.org/wiki/Alpine_Linux_package_management
https://wiki.alpinelinux.org/wiki/Alpine_Linux_package_management
https://www.openssh.com/portable.html
https://www.elastic.co/jp/products/beats/packetbeat
https://www.elastic.co/jp/products/elasticsearch
https://www.elastic.co/jp/products/logstash
https://www.elastic.co/guide/en/beats/packetbeat/7.2/index.html
https://www.furukawa.co.jp/fitelnet/product/container/lxc/index.html

FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX Qd A: Elastic Stack E+,CZ3>?*ve;

s tA: Elastic Stack uv wxOy + K' z {
|

Elastic Stack'! D< Elastc8 K~ aGHaAu» CGN ; z* ApE+, GHJ< A~ _ "3 >2*1,< A<
ve; " kEO61 JKv wCGN

¥ Elasticsearch
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>* | mnopaCj hF%¢ " X6CMGN=>? @A7T CD3 >?28¢*0EQO}K 3>2A.- "k
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A-l1:k +1 ' BCDECF

 z*APEPQO>e k*O0>¢i Q" | EsnasbC~" ©g N Elastic| 0" é>j OqgnYd|
0" &>j GHI J Kv wCGN
¥ Elasticsearch
13>2%1< AA< A- " KEO} MG
¥ Kibana

| ElasticsearchCY - CZaiu*ve; EOQO} MG

A-1-1: Elasticsearch* L M
i];zao*aUEOO61 aKj it MGN aUm- q = (elasticsearchym) EU, C~Y3 O>i PEUf
XC~" ©g}N

¥ network.host

¥ http.port

¥ discovery.seed_hosts

¥ cluster.initial_master_nodes

2 3 D< Important Elasticsearch configuraton “EOx C~" ©gIN & aU  k* E%¢caaUEO}
Z} +2 D< Secure settings®K O 0| ° G MGN

¥4U| 1" *3>?2EA06+2 D< elasticsearchyml | ; z* aUEBCC~d "
| JEG O] CMGN M- DOODCGNG&+}* ()| 20¢c~auUc~" ©g
IN
# indices.query.bool.max_clause_count: 8192
search.max_buckets: 100000

¥3>?2* EC; rv, *EC[ HZ[|< i =+E>j PCéi P?E@EGHI J
\'VWCGN1i d| +, ~aUC~"©g}N xyCD< Q"t =E>j P
C ElasticsearchEX6 g ¢ HI JE® JC~} MGN
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A-1-2: Kibana' L M
i|];zao*aUEO6~"©gIN aUm- g = (kibanayml) EU, C~YdO>i PEUf XC~" ©
g N

¥ server.host

¥ elasticsearch.hosts

¥ elasticsearch.username

¥ elasticsearch.password
2 3 D< Configuring Kibana ""E Ox C~~ ©g N username J password * & U D< Elasticsearchi C E
Y%eaaUEOQO6Z+2 |1 83" G4MGN

ExEmz| CZ} +2 D< *18n.locale* * a0 EAUC~" ©g N 2 3 D< i18n settings in Kibana “E

OxC~" ©g N
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# packetbeat setup --dashboards

Qd A: Elastic Stack E+,CZ3>?*ve;

¥O>e& ()| \ packetbeatEa [ q" Pn>=C~6"1 aKij 0 MGN Step:1

Install Packetbeat 'E OO C~ -

¥ a Um- g = (packetbeat.yml) * setup.kibana.host
0 MG9 D : "localhost:5601"
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| * é & E Elasticsearch| a¢ C~ve; GHI J\ vwCGN | | CD< filebeatE+, C~3 >? Eac¢
GHDEYCMGN g" ?mp>PééDIF-MB*3 >?E+, CMGN

filebeat* aEOO| C~< ! " #$ () | filebeatEq" Pn>=C~aUEO} MGN 3 >?* &¢ ~

D< ElasticsearchE° UCMGN &¢ ~DEsnasbCZO>é E outputelasticsearch | ° UC~" ©g
IN  W{ Dpacketbeat* +2 JA~CGN IPaj uPr p>nNO< E¥%¢aaUEi a|] +, ~06~"0©
g N

MZ< 23 CZMIB3 >?2EO>¢i S&¢ GHZ][ |< [etc/ilebeat/filebeatyml | ; z* aUEBCCM
GNm- q=WXCD"' "< TCPE+, C~ 3 >?2 E&¢ CMGN

) * + 14.6 7 8(/etc/filebeat/filebeat.yml mn)

filebeat.inputs:

- type: tcp

E host: "127.0.0.1:9006"
E fields:

E tags: "snmp_ifxtbl"

E pipeline: "snmp_ifxtbl"

=>7? @AT * Giga 1/3, Giga 1/4, Giga 2/1, Tunnel1* ig" ? >mp >P| %C~< ; z * MIB3 >? E?
3 C~ ElasticsearchSad ¢ GHDEY C MGN

=>?20S * SNMPO>i Prq" ?mp>PDsl | aUgh~}HIJE® JCM
# GN23D< i "jcm-u"P-BgUUUUMEOXxC~" ©g N
¥ ifHCOutOctets
¥ ifHCOutUcastPkts
¥ ifHCInOctets
¥ ifHCInUcastPkts

Mj< 3>?2*23 |V} ~D< ! "#$()C;z*°6 Pé6cbnESUCMGNP&cbnN* m- q
=, DI ACYM} M¢ £ K< x Y CDP send_ifxtbl_countersh 4J C~ ACMGN
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)* +15.IF-MIB' ¢ 32Laa/ 0*1 )\ +(send_ifxtbl counter.sh) 8

#!/bin/bash
LANG=ja_JP.UTF-8
progname=$(basename $0)
server=127.0.0.1
port=9006 #

interval=5 $

date=

mib="ALL"
dir="/usr/share/snmp/mibs:/usr/share/snmp/mibs/iana:/usr/share/snmp/mibs/ietf"
agent="10.10.30.1" %
community="public" &
ifidx_lan1="401030000"
ifidx_lan2="401040000" (
ifidx_wan="402010000" )
ifidx_tun="1000000001" *

while true ; do

E date=$(date +%s | tr -d "\n")

E varbinds=$(snmpget -Ln -m $mib -M $dir -IR -Ov -v2c -¢c $community $agent
ifHCOutOctets.$ifidx_lanl ifHCOutUcastPkts.$ifidx_lanl ifHCInOctets.$ifidx_lanl
ifHCInUcastPkts.$ifidx_lanl ifHCOutOctets.$ifidx_lan2 ifHCOutUcastPkts.$ifidx_la
n2 ifHCInOctets.$ifidx_lan2 ifHCInUcastPkts.$ifidx_lan2 ifHCOutOctets.$ifidx_wan
ifHCOutUcastPkts.$ifidx_wan ifHCInOctets.$ifidx_wan ifHCInUcastPkts.$ifidx_wan
ifHCOutOctets.$ifidx_tun ifHCOutUcastPkts.$ifidx_tun ifHCInOctets.$ifidx_tun
ifHCInUcastPkts.$ifidx_tun |cut-d:-f2 |tr-d"'"|tr'\n""")

E [-z "$varbinds"] && continue

varBindList=($(echo $varbinds))
echo $varbinds | grep NoSuchObject
[ $? -eq 0] && sleep 5 && continue +

> [T [T

varBindList=($(echo $varbinds))
lan1_out_bytes=${varBindList[O]}
lan1_out_pkts=${varBindList[1]}
lan1_in_bytes=${varBindList[2]}
lan1_in_pkts=${varBindList[3]}
lan2_out_bytes=%${varBindList[4]}
lan2_out_pkts=${varBindList[5]}
lan2_in_bytes=${varBindList[6]}
lan2_in_pkts=${varBindList[7]}
wan_out_bytes=${varBindList[8]}
wan_out_pkts=${varBindList[9]}
wan_in_bytes=${varBindList[10]}
wan_in_pkts=${varBindList[11]}
tun_out_bytes=${varBindList[12]}
tun_out_pkts=${varBindList[13]}
tun_in_bytes=${varBindList[14]}
tun_in_pkts=${varBindList[15]}

T e [T T e e e T T T > T e e [T [T [T
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)* +16.IF-MIB' ¢ 32Laa/ 0*1 )\ +(send_ifxtbl counter.sh) 8 14 &o

E cat << EOF > /dev/tcp/$server/$port ,
{"timestamp":"$date", "lanl_out bytes":"$lanl out bytes", "lanl out_pkts":"$lanl out pkts",

"lanl_in_bytes":"$lanl_in_bytes", "lanl_in_pkts":"$lanl_in_pkts",

"lan2_out_bytes":"$lan2_out_bytes", "lan2_out_pkts":"$lan2_out_pkts", "lan2_in

_bytes™:"$lan2_in_bytes", "lan2_in_pkts":"$lan2_in_pkts", "wan_out_bytes":"$wan_out_bytes",

"wan_out_pkts":"$wan_out_pkts", "wan_in_bytes":"$wan_in_bytes", "wan_in_pkts":"$wan_in_pkts",

"tun_out_bytes":"$tun_out_bytes", "tun_out_pkts":"$
tun_out_pkts", "tun_in_bytes":"$tun_in_bytes", "tun_in_pkts":"$tun_in_pkts" } -
EOF

E sleep $interval
done

filebeat * & Ua o filebeatinputs | aUCZIPaj uPE° U
# filebeat * & UA o filebeatinputs | aUCZp>nNOE° U
$ MB3 >?223+*p>c"tgpbE°U
% SNMPc >T p" nKX6C~} H=>20S * IPaj uPE° U
& SNMPc >T p"n*! +,0#A, E°U9I1 *DCDV2CE+, C~23 B
' Giga 1/3* iflndex E° U
( Giga 1/4* ifindex E° U
) Giga 2/1* ifindex E ° U
* Tunnel 1 * iflndex E° U
*+ MIB2 >?ES~23CL Y06Z+2DcniqEOO
» bash* dsn»>&RwWE+, C~ filebeatS2 3 CZMIB3 >? E4A¢ GH
- 23 CZMIB3 >?DJSON36 Ca&c CMG

Pz*PécbnCD< 23 CZMIB3 >?EJSONn” >i sn* B6 Cfilebeat| & QC~} MGN filebeat
CD< | * 3 > ? E Elasticsearch * IngestE > ™| 16C~ & ¢ CMGN

IngestE >j * aUDRESTAPCO61 JKCLMGN: ; | aUDEYCMGN O>¢é ()< \ C" D< O
>¢()| aéEPvw tuYd; z!i"jENOC~" ©g]N

)* +17. REST ARVx Olngest ¢3i1 " 6 7 8

# curl --user username:password -XPUT -H 'Content-Type: application/json'
${SERVER}:9200/_ingest/pipeline/snmp_ifxtbl -d @pipeline_snmp_ifxtbl.json

© 2019. FURUKAWA ELECTRIC CO., LTD. All right reserved. 46 /54


https://www.elastic.co/guide/en/elasticsearch/reference/7.x/ingest.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.x/ingest.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.x/ingest.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.x/ingest.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.x/ingest.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.x/ingest.html

FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX

¥ ${SERVER} D ElasticsearchK X6 C~} HO>¢é * IPaj uP\ C" DEPn ,

Qd A: Elastic Stack E+,CZ3>?*ve;

E°UCMGN p>nNO\i &| +, ~~_C~" ©g N

=

¥O>ei | E#s¢ aaUEQO6~} H+2 D< username J password* ° UKi &

CGNi &] +, ~aUC~" ©g N

pipeline_snmp_ifxtbljson * m- q=| D< : ; * W{ Ea UCMGN

S~ TP IP MM M T TP M T T M T T M M T T M T T T M T T T T T M T T T T T T T T T T T

)* +18.Ingestc 31 " 6 7 8(pipeline_snmp_ifxtbl.json)

"description”: "SNMP IF-MIB ifXTable",
"processors": [
{
"json": {
"field": "message",
"add_to_root": true

}
h
{
"date": { #
"field": "timestamp",
"formats": ["UNIX"]

}
h
{
"date_index_name": { $
"field": "@timestamp",
"index_name_prefix": "snmp-ifxtbl-",
"index_name_format": "yyyy.MM.dd",
"date_rounding": "d"

}

h
{"remove": { "field": "message" } },
{ "convert": { "field": "lan1_out_bytes", "type": "long" } },
{ "convert": { "field": "lan1_out_pkts", "type": "long" } },
{ "convert": { "field": "lan1_in_bytes", "type": "long" } },
{ "convert": { "field": "lan1_in_pkts", "type": "long" } },
{ "convert": { "field": "lan2_out_bytes", "type": "long" } },
{ "convert": { "field": "lan2_out_pkts", "type": "long" } },
{ "convert": { "field": "lan2_in_bytes", "type": "long" } },
{ "convert": { "field": "lan2_in_pkts", "type": "long" } },
{ "convert": { "field": "wan_out_bytes", "type": "long" } },
{ "convert": { "field": "wan_out_pkts", "type": "long" } },
{ "convert": { "field": "wan_in_bytes", "type": "long" } },
{ "convert": { "field": "wan_in_pkts", "type": "long" } },
{ "convert": { "field": "tun_out_bytes", "type": "long" } },
{ "convert": { "field": "tun_out_pkts", "type": "long" } },
{ "convert": { "field": "tun_in_bytes", "type": "long" } },
{ "convert": { "field": "tun_in_pkts", "type": "long" } }

]
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" JSON EeEsO"E+ N g"3séP#"bu>nEr[ AdC~}" " ~\« kXA| mA>=j |
J?2gbKaUghMGN
# 8¢ GH3 >?2*m’ >i snE° UN 23 D< DateProcessor™/EOx C~" ©g N

$ 6UghHg"3sé&P*m” >i snE°UN 23D< DatelIndex Name Processor ""EOx C~" ©
g NN

%3 >2*2qgbEMBpo"?-*2?2qb| jO0O¢~"_N
G|< Elasticsearch* q" 3 sé&P#" bu>nJKibana* ® E6 UCMGN

PIFMIBpuo" ?2UUm- gq=4 E| 0" €>j /ITUC~< Kibana* 4A® 9u! ghZaKipénBY
q" p>nC~" ©gIN FITELnetLXCabcd>Qe" "*b AUEé&>=4 *~=| , 4C~56 G MGN

(]

q"3 séP#" bu>nJKibana*t i mKj O¢~06Ugh MGN
H UOm-g=*q" p>n]| V} ~D< Saved Objects"'EOx C~" ©g N

I " #$ () Cfilebeat Ef XC~< MIB3 >?22 3 * Z[ * P& ¢ b n (send_ifxtbl_counter.shy ENOGH
Jca=?qgR| g"?mp>Ppo"?*3>?2Kve; ghMGN

root@container:~# rc-service filebeat start
root@container:~# ./send_ifxtbl_counter.sh

XxaCYCZDCD< LAN/WAN/TUNNEL * po" ?-JC~ti mP| mzghMGNahah< ; z*q
"?mp>Pupo" ?| Cé& CMGN
¥ LAN
| Gigal/3J Gigalld* 2 g
¥ WAN
! Giga 2/1
¥ TUNNEL
! Tunnel 1
Kibana* t i mCD< ah&dh*qgq"?>mp>Ppo" ?-*aAEti mPCmY
G~} MGN iflndex * - E*" _GHJpo" ?-E23GHqgq" ?mp>PE”_GH
# |l IJKvwCGN goé| g" ?mp>PELAN| BCCZ} 9\ C" DxyCZ} B+t

2> kD< Pécbn< IngestE>j< Kibana* t i m*ahah*aU”r_Ki al

" 0 MGN
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KoL ® v BE15HE BitEFR
E-MIB] L— S BPSTMEBLIEA >9 I T—AND>2% (RE/ A MND)
RO bytes > @ LAN 96Bytes
3 8 ® WAN 772Bytes
TUNNEL 0Bytes

0 Bytes

©3268"1$2453*66$21 "{|}8

" #$()Yd°¢cCZ3>?2*23D< Kibana* 3 APuéc® Co06GHI J

KCL MGN

N

B sw

® ARIUTEIT1—E
? _source .
@ nmERER Lk @ i
o,
5
& |t w200 e wdse0 182600
# score
e
t _type Time « Smos

t agentephemeralid

Oct 16, 2019 @ 18:37:32.668

lan2_in_bytes: © ecs.version: 1.6.6 wan_in_pkts: 7,776,599 host.hostname: container host.os.kernel: 4.14.47 host.os.codenar

host.name: container host.id:

host.name: container host.id:

agent..hostname: container agent.id:

s @

[]]]

183500 183600 183700

Oct 16, 2019 @ 18:22:37.703 - Oct 16, 2019 @ 18:37:37.704 —  E48) v

1B2700 182800 182800 183000 18:31:00

30 secondsZ £ @timestamp

183200 183300 183400

agent hostname: container agent.id: 338eabbd-d7e3-4638-8a17-643825193ae9 agent.type: filebeat agent.ephemeral id: 15b8c687-d561-4ce3-
bal4-9f3ces152624 agent.version:

7.2.6 lan2_out_pkts: 8 log.source.address: 127.6.6.1:

9588 1an1_out_bytes: 60,344,863 tun_out_pkts: 18
bionic

host.os.name: Ubuntu host.os. family: debian host.os.version: 18.04.3 LTS (Bionic Beaver) host.os.platform: ubuntu host.containerized: false

host.ar aarch64 tun_in_pkts: 10 timestamp: 1571218652 lan2_in_pkts: @

agent.hostname: container agent.id: 338eabbd-d7e3-4638-8a17-643825193ae9 agent.type: filebeat agent.ephemeral id: 15b8c687-d561-4ca3-
ba14-6f3ce8152824 agent.versio

7.2.0 lan2_out_pkt

8 log.source.address: 127.6.6.1:49586 lanl_out_bytes: 66,343,871 tun_out_pkts: 10

lan2_in_bytes: 0 ecs.version: 1.68.6 wan_in_pkts: 7,778,586 host.hostname: container host.os.kernel: 4.14.47 host.os.codename: bionic

host.os.name: Ubuntu host.os.family: debian host.os.version: 18.84.3 LTS (Bionic Beaver) host.os.platform: ubuntu host.containerized: false

host.. aarch64 tun_in_pkts: 10 timestamp: 1571218646 lan2_in_pkts: @

338eabb4-d7e3-4638-8a17-643825193ae9 agent.type: Filebeat agent.ephemeral id: 15b8c687-d561-4c83-

bal4-9f3ces152624 agent.version: 7.2.8 lan2_out_pkts: ® log.source.address: 127.6.8.1:49584 lan1_out_bytes: 68,343,679 tun_out_pkts: 18

lan2_in_bytes: @ ecs.version: 1.68.6 wan_in_pkts: 7,778,567 host.hostname: container host.os.kernel: 4.14.47 host.os.codename: bionic

host.os.name: Ubuntu host.os.family: debian host.os.version: 18.84.3 LTS (Bionic Beaver) host.os.platform: ubuntu host.containerized: false

@t agenthostname
&t sgentid
ot e
b agentversion > oct 16, 2019 @ 18:37:26.008
7] eover
@ | ¢ tonsops
# ¢ hostarchitecture
@ O hostcontainerized > oct 16, 2019 € 18:37:20.000
& ¢ hosthostneme
t hostia
t hostname

host.os codename

Oct 16, 2019 @ 18:37:14.060

host.os family

hostos kernel

host.name: container host.id:

agent.hostname: container agent.i
bal4-0f3ces152624 agent.version: 7.2.0 lan2_out_pkts: 0 log.source.address: 127.0.0.1:49580 lam_out_bytes: 60,343,487 tun_out_pkts: 10
lan2_in_bytes: © ecs.version: 1.0.6 wan_in_pkts: 7,770,545 h

host.. aarch64 tun_in_pkts: 10 timestamp: 1571218649 lan2_in_pkts: @

33Beabba-d7e3-4638-8a17-643625193ae9 agent . type: filebeat agent.ephemeral id: 15bBc687-d561-4c83-

t.hostnane: container host.os.kernel: 4.14.47 host e bionic

host.os.name: Ubuntu host.os.family: debian host.os.version: 18.84.3 LTS (Bionic Beaver) host.os.platform: ubuntu host.containerized: false

t hostosname

host.os platform Oct 16, 2619 @ 18:37:08.660

114.
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host.name: container host.id: 14c8ed

host.. aarch64 tun_in_pkts: 10 timestamp: 1571218634 lan2_in_pkts: @

agent.hostname: container agent.id: 338eabbd-d7e3-4638-8a17-643825193ae9 agent.type: filebeat agent.ephemeral id: 15b8c687-d561-4c83-
bal4-8f3ce8152624 agent.version: 7.2.8 lan2_out_pkts: @ log.source.address: 127.6.6.1:49578 lanl_out_bytes: 68,342,852 tun_out_pkts: 18
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FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX

A-4: 1 >ACE

Qd A: Elastic Stack E+,CZ3>?*ve;

flebeat Y6 A ¢ CZét 3 >? D< Kibana* €t ® C006 GHI J KCL MGN Elasticsearch r Kibana
| BC* aUDi

filebeat.inputs:

- type: log
E paths:

E - /var/log/syslog

E fields:

E tags: "system_log

aj

0 M¢ £N

DEF< Pz*° 6| syslogm- q=E&¢ GH° 6| aUCZ+2 syslogr W E; z*° 06| ca=2?q
RCmYCL MGN

* WebUl& * ° 0" ®

£ @ o
APU—4A =R
®
[ind Q
=] Timestamp
Oct 16, 2019 @ 15:25:07.101
& oct 16, 2019 @ 15:25:07.163
Oct 16, 2019 @ 15:25:22.102
@ | Oct 16, 2619 © 15:39:57.151
E oct 16, 2019 @ 15:39:57.158
=2 Oct 16, 2819 @ 15:39:57.158
g | 0ot 16, 2019 @ 15:49:22.163
0ct 16, 2019 @ 15:48:22.163
& Oct 16, 2019 @ 16:17:07.291
& Oct 16, 2019 @ 16:17:067.294
G 0ot 16, 2619 @ 16:17:22.295
Oct 16, 2019 @ 17:06:57.473
&
0ct 16, 2019 @ 17:06:57.475
Oct 16, 2019 @ 17:06:57.475
Oct 16, 2019 © 17:06:57.475
Oct 16, 2019 © 17:07:22.477
oct 16, 2019 @ 17:17:87.507
0ct 16, 2019 @ 17:17:87.518
0ct 16, 2019 @ 17:17:22.512
S | HFLWIVRU-EARU—-AR
. S
tail! i " j

v wC GN

=

event.dataset

© SEEH S

Message

Oct 16
=11
Oct 16

26

06

/etc/cron

Oct 16
Oct 16
11
Oct 16

6
a6

6

permitted

Oct 16
Oct 16
Oct 16
Oct 16
(-1
Oct 16
Oct 16
Oct 16
-1
Oct 16

a6
06
06
a7

a7
a7
08

08

124:47

:25:01
.daily

25:17
:39:47

:39:47

:39:47
:40:17
:49:17
116:47
7:01
7:17
:06:47

:86:47

n not permitted

Oct 16
Oct 16
Oct 16
Oct 16
11
Oct 16
Oct 16

08:

1]

08:

1]

08:
08:

06:47
06:47
07:17
116:47

17:01
17:17

container

container
container

container

container

container
container
container
container

container
container
container

container

container
container
container
container

container
container

snmpd[7408] :
CRON[18877] :

snmpd[7468] :
snmpd[7408] :

systemd[1]:

systemd[1]:
systemd[1]:
snmpd[7488] :
snmpd[7408] :

CRON[19485] :
snmpd[7468] :
snmpd[7468] :

systemd[1]:

systemd[1]:
systemd[1]:
snmpd[7468] :
snmpd[7408] :

CRON[19505] :
snmpd[7408] :

® HRAHTAZX B Highlights LT M

message repeated 15 times: [ error on subcontainer 'ia_addr’

insert

(root) CMD (test -x /usr/sbinfanacron || ( cd / & run-parts --report

error on subcontainer ‘ia_addr' insert (-1)

message repeated 29 times: [ error on subcontainer "ia_addr®

insert

apt-daily-upgrade.service: Failed to reset devices.list: Operation not

Starting Daily apt upgrade and clean activities...

Started Daily apt upgrade and clean activities.

error on subcontainer ‘ia_addr' insert (-1)

message repeated 73 times: [ error on subcontainer 'ia_addr’

(root) CMD ( cd / && run-parts --repert /ete/cron.hourly)
error on subcontainer ‘ia_addr' insert (-1)
message repeated 99 times: [ error on subcontainer 'ia_addr’

systemd-tmpfiles-clean.service: Failed to reset devices.list:

Starting Cleanup of Temporary Directories...
Started Cleanup of Temporary Directories.

error on subcontainer “ia_addr’ insert (-1)

message repeated 19 times: [ error on subcontainer “ia_addr®

(root) CMD ( cd / && run-parts --repert /etc/cron.hourly)
error on subcontainer “ia_addr’' insert (-1)

1'15. Kibana " pqr s

insert

insert

Operatio

insert

W—p | 1l ARY—LBIE

09 AM

o3eM

ogem |

03AM

| ~6~060< ét* AArmA=2c"tE{a|] 061 JKCLM
GN LM*! " #$()Ydé&t EAGGH 6| C~04&F< O>¢i Cét*aAEUI C~061 JK

N

journalbeat "* ° 6 6t Eve; GHBeatsm- c* A\ | G MGN | U

D< packetbeatJ A~ | #>K=rt i mMEOGUC~&ét KmYgh MGN
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https://www.elastic.co/guide/en/beats/journalbeat/7.x/journalbeat-overview.html
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A-5:8 9 :

[1] Elastic Stack https://www.elastic.co/jp/products/elastic-stack

[2] Elastic| o " & >j Oq n https://www.elastic.co/jp/downloads/

[3] Elasticsearch https://www.elastic.co/guide/en/elasticsearch/reference/7.2/setup.html

[4] Kibana https://www.elastic.co/guide/en/kibana/7.2/setup.html

[5] Important Elasticsearch configuration https://lwww.elastic.co/guide/en/elasticsearch/reference/7.x/
important-settings.html

[6] Secure settings https://www.elastic.co/guide/en/elasticsearch/reference/7.2/secure-settings.html

[7] Configuring Kibana  https://www.elastic.co/guide/en/kibana/7 .x/settings.html

[8]i18n settings in Kibana https://www.elastic.co/guide/en/kibana/7.x/i18n-settings-kb.html

[9] Step:1 Install Packetbeat https://www.elastic.co/guide/en/beats/packetbeat/7.2/packetbeat-
installation.html

[10] Visualize your data https://www.elastic.co/guide/en/kibana/7 .x/tutorial-visualizing.html
[11]FITELnetLXCa b c d > Qe " https://www.furukawa.co.jp/fitelnet/product/container/Ixc/index.html
[12] Saved objects https://www.elastic.co/guide/en/kibana/7.2/managing-saved-objects.html

[13]' i "j cm- u" P-@UUUU https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/
cmd_refe_config.pdf

[14] IngestE > j https://www.elastic.co/guide/en/elasticsearch/reference/7.x/ingest.html

[15] JSONb & E s O https://www.elastic.co/guide/en/elasticsearch/reference/7.x/json-processor.html
[16] Date Processor https://www.elastic.co/guide/en/elasticsearch/reference/7.x/date-processor.html
[17] Date Index Name Processor https://www.elastic.co/guide/en/elasticsearch/reference/7.x/date-index-
name-processor.html

[18] Saved Objects https://www.elastic.co/guide/en/kibana/7.2/managing-saved-objects.html

[19] journalbeat https://www.elastic.co/guide/en/beats/journalbeat/7.x/journalbeat-overview.html
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FITELnet: F70/F71/F220/F221/F225/F310/: F220 EX/F221 EX Qd B: USBmisQg¢iuc*+,
. ~ -n [N ] s l
stB:USB QNC_OUa G v w

I " #$() CUSBMi sQ¢i UCE+, GH+2D< ; z*!1i"jE=>20S | aUGHI aKj u
MGN

¥ container device disk
# i "j*23D< !'i"jecm-u"P@Q@UUUUEOxC~" ©g N

DEF< ! " #$ () W* /tmplusbfl * 3 Auénc| C~io"nCZ}+2< ;z*°5| aUCM
GN

Router(config)#container device disk /tmp/usbfl usb 1

Pz*aUE>?GHJ< ! "#$() CD /tmplusbfl * * AuéncKkXfi| 6UghMGN1 *3 Au
EncW| m-q=EU! GHJ< USBmi s Q¢i acW| ii! ghMGN

¥Pz*aUEOO®|< =>?0S CUSBY USBIT ¢>=EmountG~06"1 &
Ki 0 MGN

11}
¥!1 " #$()i| 6Ughz2 Auénc9Pz* DCD /tmplusbfl B D< USBm

i sQ¢l uUcEumount C~\ k XA| DxyghM¢CEN T a| +, ~&XCX
yC~"0©g]N
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. N\ Ve VN — Z an ~ '
stC: a+baaKG=Eaa'vwvw

=>208 p>nuB?2c"t RWE+, GHJ< =>2@A*#'! 3>2E! "#$() S} | GHI JK

VWCGN | *BRWEF, GHI JC< ! "#$()C#!3>2*q.rve; EO61 JKCL MGN

# b>nud?c"tRw*aU| V}~D< !'i"jcm-u"P-a, aAUEOxC
~" ©g N

)* +19.1 3+g1 2)$qgho6" 678

F220#port-monitor mirrored gigaethernet 2/1 in
F220#port-monitor monitor container
F220#show port-monitor

[Current state]

E mirrored port(ingress):

E mirrored port(egress) :

E monitor port: container
F220#

Pz*°d| p>nud?2c"taiu*} I ~E!' "#$()] aUGHJ ! "#$ ()i CDethO*q"
?mp>PKKkXA| BCghMGN | *gq" ?2mp>P| C~IPaj uP*aUDi aij G M¢ £N ethO
*q" ?mp>PK| o" CZe&e¢* MMCj Hx2D< ; z*°0]| q" ?mp>PEasbC~YO0¥F
, ~©g N

root@container:~# ip link set ethO up

b>nud?c"t RWE+, GH+x2D< ; z* 8| ¥U4a" ©g}N
¥¢T i #!3>2E¥%{b+{GH+x2D< =>?2@A*#! *w| " ©EREHvw* Kj G MGN
MZ< S~*#!3>2E%{ b+{ CLHJD/ GM¢EN

¥eth0: 1*q" ?2>mp>PEBCC~} Hag Creboot! i "j ENOGHIJ< ! "#$() *f X|
) ¢ GHv w* Kj 0 MGN rebootGH+2 D< p>nu0?* aUE x y 9 no port-monitor monitor
container BC~" ©g IN

IV Cf XK) ¢CZ+2D< Uds =>?20S CLIYS! "#$ () Ef XC~" ©g N
1 =>20S CLIYS! "#$ () EUf X9 containerrestart BGH+2 D% j U MC £N

¥1 " #$()*Uf XCeth Kxygh~CMéZ+2D< Ua< p>nu0?* aU9 port-

monitor monitor container BEOO6 ~~ ©g IN
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