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1 |access—list 111 deny udp any eq 135 any UDP7R— ~135 (MS DCOM / RPC) ML DETHD RS 74 wH EHEEBELET,
2 |access—list 111 deny udp any any eq 135 UDP7R— ~135 (MS DCOM / RPC) ~DETDH ST 4 v o EEBLZET,
3 |access—list 111 deny tcp any eq 135 any TCP7R— K135 (MS DCOM / RPC) MH5MDETHD S 74 v EIEBELET,
4 |access—list 111 deny tcp any any eq 135 TCP7R— ~135 (MS DCOM / RPC) ~DETDHD S5 T7 4 v ZHEBELFT,
5 |access—list 111 deny udp any range 137 139 any UDP7R— k137-139 (NetBIOSEE:&E) MHDETHD RS 74 v I FHEELET,
6 |access—list 111 deny udp any any range 137 139 UDP7R— F137-139 (NetBIOSEE:E) ~DETD S 74 v O FHEEBELET,
7 laccess—list 111 deny tcp any range 137 139 any TCP7R— F137-139 (NetBIOSEE:&E) NAHLDETHD RS 74 v I FHEELET,
8 |access—list 111 deny tcp any any range 137 139 TCP7R— ~137-139 (NetBIOSEHE) ~DETHD S T4 v ZEHBELET,
9 |access—list 111 deny udp any eq 445 any UDPA— k445 (Microsoft-DS / SMB) mMH5DETHD RS T4 v ZHEBLET,
10 |access—list 111 deny udp any any eq 445 UDP7R— 445 (Microsoft-DS / SMB) ADETH +S 74 v H H#EEELET,
11 |access—list 111 deny tcp any eq 445 any TCPR— +445 (Microsoft-DS / SMB) WHMDETHD RS 74 v O EHEEBELET,
12 |access—list 111 deny tcp any any eq 445 TCP7#R— ~445 (Microsoft-DS / SMB) ~DETH S T4 v O EEHFLFET,
13 Jaccess—list 112 deny ip 192.168.100.0 0.0.0. 255 any IP7 KL RAEF192.168. 100. 0/24M5DETD RS T4 v O FHEELET,
14 |access—list 112 permit icmp any 192.168.100.0 0.0.0. 255 192.168.100. 0/24~DICMP ~S5 T 4 v ¥4 EE?H_L&?'O _
15 |access—1ist 113 spi top any any eq ftp Td(')Pﬂ_\_ 21 (FTP) ADETHO LS 749D FHRAILET, BB /Ty LRI FE
16 aCGeSS_||St 113 Sp| th any any eq ftp_data ;E;-I_%__ I\ZO (FTP7_-\_9) /\a)é-ta) }\574 ‘77§§¢Ef L/ij-o Fr:"%/\b-‘y I‘:E)Eq:ifé
T = - z = S 5
17 laccess-1ist 113 spi tep any any eq www ;(_)P‘I' k80 (HTTP) ~DETDHD LS 74 v O ZHALET, BNy FLEFFRIENFE
,\0_ >, » g l‘\K \ » ?
18 |access—1ist 113 spi udp any any eq domain léIBP‘I' k53 (DNS) ~DETH +LZ 74 v O ZHALET, WE/NTY FELEFFRIEINFE
Co = “ B S A B
19 |access—1ist 113 spi tep any any eq smtp ;E)PTI' k25 (SMTP) ~DETD LS 74 v I Z#HALFET ., LB /NTy RIS FE
R— ST 40 EE SE/NT v ke
20 |access-list 113 spi tcp any any eq pop3 ;(_)P'I' £110 (POP3) ~DETD S 74 v Z=HALFET, BTy hLEFRIEINF
N | TCPK— 1587 (SWTPH TS v a>) ~DRTD RS T4 v EHALET. BB/
21 laccess—|ist 113 spi tcp any any eq 587 RS NED,
22 |access—list 113 spi tcp any any ETHICPrS 74 v O EHALET, BNy FEEFFAISNET,
23 |access—list 113 spi udp any any ETHOUPrS T4 vV EHALET, BBy FEEFRISNET,
24 laccess—list 114 permit ip any any ETRIPrS 74w EHALET,
25 |access—list 115 deny ip any any 2THIPFS 74 v U &EBELET,
access—|ist 4000 permit icmp6 any any s
26 heighbor—-advertisement IPv67 7R )R+ (NAZFHT)
27 |access—list 4000 permit icmp6 any any neighbor—solicitation IPv6 72X 1) X & (NSEFTI)
28 |access—1ist 4000 permit icmp6 any any router-advertisement IPV67 2R X b (RAFFAD)
29 |access—|ist 4000 permit udp any any eq 546 IPv6 72+ X1) X + (DHCPV6EFH])
30 |access—list 4009 deny ipv6 any any IPv67 2 X 1) X b (access—list 4000 FEE T 4 LR LS EIER)
31 |access—|ist 4010 spi ipv6 any any IPV67OERYR b (FEFT4I/LA)
32 |!
33 |ip route 0.0.0.0 0.0.0.0 tunnel T IPv4 defaul ti2IREETE (T 74 JL FIL— k% IPvdoverIPv6 b > RJLIZERTE)
34 |ip name-server ::1 DNSH—/N—EE (BEEEZY—/\—ITEE)
35 |!
36 |ip dhcp server—profile LAN DHCPVAH—/N\—T B 774 )L
37 | address 192.168.0.2 192.168.0. 254 A7 FLRAEKTE
38 | lease-time 28800 DHCP ') — X HARSIER 7E
39 | dns 192.168.0. 1 EEHADNSH —/N\—F7 KL REBFE
40 | gateway 192.168.0. 1 EdfnGateway” KL RE&E
41 lexit
42 |
43 |ipv6 route ::/0 dhcp port—channel 1 IPv6 defaul tiRF&ERE (T 74 JL FJL— b ZDHCPv6H —/ & T B3R 7E)
44 |1
45 [ipv6 dhcp client—profile NGN DHCPV6Y S A4 7> k7O T 74 L
46 | option-request prefix-delegation FELRARTLI 4 v RERKRTE
47 | option-request dns-server DNSH—/\DIFHREVIFE KDL TE
48 | retries infinity DHCPA v —C DRIENH S FEFTHET HEE
49 lexit
50 (!
51 |ipv6 dhcp server—profile LANv6 DHCPv6H—/N\—TO 771 )L
52 | dns port-channel 1 DHCPV6S 54 7 > MEEETEE L=DNSH— /N7 KL R ZEH T HETE
53 |exit
54 |1
55 |ipinip tunnel-profile IPIP1 IPinIPkox)LTOTF7AIL
56 | profile-mode ipip JO774IILE—FZIPInIPIZEE
57 | source ipv6 port-channel 11 OuterMiZEIETTT FL R : Port-channel 11D IPv67 KL X &#I5%FE
b RIRIGEBEDIPVET KL R ERTE
58 | destination address #f#f b > RILRIHERE [Pv67 KL Rt *A A=Y FIILFIT4— FHDEFEICEHLETEREL S,
f5) destination address 2001:db8::1
59 | ipinip fragment pre TVISHT AV MERE
60 |exit
61 |!
62 |logging buffer level informational
63 |!
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5% 7E f5l G
64 |aaa authentication login default local
65 |aaa authorization exec default local
66 |!
username test privilege 15 password 2 ) L
67 |47 $LAruCQ4ASTI060MONa  NubbyoNSG EBOOY 1 1D/Password ( test /test )
68 |!
69 |hostname FITELnet
70 [!
71 |interface GigaEthernet 1/1 MBS 32—z —R (LANAD
72 | vlan-id 11
73 | bridge—-group 11
74 | channel-group 11 LANBI:H¥E 4 > 2 7 = —X (Port-channel) &#f{FIT
75 |exit
76 |[!
71 |interface GigaEthernet 2/1 MEBA 2 —27 —RX (WAN{EI)
78 | vlan-id 1
79 | bridge-group 1
80 | channel-group 1 WANRIEREE 1 > 2 7 = —RX (Port-channel) &#f{t(T
81 | ipv6 access—group 4000 in IPV67o X)X DT+ (NS/NA/RA/DHCPv6)
82 | ipv6 access—-group 4009 in IPV67o XX MERDIF (deny)
83 | ipv6 access—group 4010 out IPV67 O R R MRDIT (FE T 4L4E)
84 |exit
85 |!
86 |interface Port-channel 1 REEA V2 —2J —X (WAN{EI)
87 | ipv6 enable IPv6) > O0—AhILT7 FLAEE
88 | ipv6 dhcp service client DHCPV6Y 54 7 > FERE
89 | ipv6 dhep client—profile NGN DHCPV6D S A4 7> T 0T 7 A LR (T
90 |exit
91 |!
92 |interface Port-channel 11 MWEEA AR —T7 T —RA (LAN{ED)
93 | ip dhcp service server DHCPv4H—/\—E%E
94 | ip dhcp server—profile LAN DHCPVAH—/"—T 0 7 7 A JLER{TIT
95 | ip address 192.168.0.1 255.255.255.0 IPvA7 F L RE&TE
96 | ipv6 enable IPv6!) >4 O—AIILT7 FLAEKE
IPv67 KL RE&TE (DHCPv6-PDAN S Efiib6dbit+4 2 7 = —RIDM 5
THI64bitiIc kY 7 F L RA&ER)
97 | ipv6 address dhcp port-channel 1 ::1/64 *Zﬁgal—xlmi{ VA=Y YL TF T4 — FHDIEBEEICEHETERE
51) ipv6 address autoconfig interface—id ::11
98 | ipv6 nd other-config-flag RAODZS 5ty b+
99 | ipv6 nd send-ra RAIEIEERTE
RA prefix lifetime 0 Z3%{ET BT
x LT 4 v ADEIBRNMTHNIZEEIZ, mRAICEBRESES26HD
HETT, MKRBOTL I v I REBIZCKYBENTELRLEEIY—R%E
100 | ipv6 trust-ra—prefix—Iifetime BT 5-OIC. REEFHRELET, TIHIFTIE, Y —EXEBREKRE
ZIT5EEZHEEL T, prefix lifetime 0 ZEELFEEA,
SFT0/FT112V01. 02 (00) LARE. F220/F221(2V01. 04 (00) AFED T 7 — Ly = 7
[CTHR—+F BT FTY,
101 | ipv6 dhop service server DHCPV64 —/\—E&%F
102 | ipv6 dhcp server-profile LANv6 DHCPV6H—/N—T 0O 7 7 A JLER AT 1+
103 | mss 1420 MSSE%FE (1420byte : MAP k > R )L 53E{EF 4 [Pvdover IPv6/34 v kD inner
RARIZEHOEETT, )
104 |exit
105 |!
106 |interface Tunnel 1 PRIV VB DT —RERE
107 | ip access—group 111 out IPVA7 2R X FRDIT
108 | ip access—group 112 in IPVA7 R R RO 1T
109 | ip access—group 113 out IPVA7H 2R X DT
110 | ip access—-group 114 out IPVA7 2R ) X RRDIT
111 | ip access—-group 115 in IPVA7 0 2R R MDD T
112 | ip access—group spi ftp-data enable FE I 4JLAEM
113 | tunnel mode ipinip tunnel-profile IPIP1 koo 7A4 )LDt
114 [exit
115 !
116 |line console
117 | exec—-timeout 0
118 | authorization exec default local
119 lexit
120 (!
121 |line telnet
122 | exec—timeout 0
123 |exit
124 (!
125 |dns-server ip enable DNSH—/\#8E & & U'ProxyDNSHaE = B %hMt (IPv4)
126 |dns-server ipv6 enable DNSH —/\#45E & & UProxyDNSH#éRE = B %hiE (1IPv6)
127 |!
198 proxydns domain 1 any * any dhcp ipv6 port-channel 1 source- ProxyDNSDIES| E&{EEEEZ8E (DHCPY 54 7 > RAVEIG L F=DNSH—/\7 KL X % 1)
interface port-channel 11 L—%IZIEE)
199 proxydns address 1 any dhcp ipv6 port-channel 1 source-interface [ProxyDNSD#5|E=E{EEHZEE DHCPY S A4 7> FAEREFE LFDNSH—/I\F7 KLR %)
port—channel 11 L—%IZIEE)
130 |!

131

end
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