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1 |ip route 0.0.0.0 0.0.0.0 pppoe 1
2 |ip route 192.168.1.0 255.255.255.0 connected ipsecif 1|F220DLAN® v kT — ~A®DTunnel (IPsec) R % &%

IPsecA B3 —T 2 —ANRETHLIzEEIZ, F220DLANAR Y b —J O EENFEX
ip route 192.168.1.0 255.255.255.0 connected null 0 THAINLGW-ODETE

3 150 #set security-association always-upsREIZ&L Y. SADFEIZEE L TIPsecA 42
TJI—RABTv T Fo T %

4 |

5 l|access—list 99 permit 192.168.0.0 0.0.0. 255

6 |!

7 |vpn enable

8 |vpnlog enable

9 |!

10 |ipsec access—list 1 ipsec ip any any

11 |ipsec access—list 64 bypass ip any any

12 |ipsec transform-set P2-POLICY esp—aes—256 esp—sha—-hmac

13 |!

14 |interface ipsecif 1

15 | crypto map CENTER

16 |[exit

17 |interface lan 1

18 | ip address 192.168.0. 254 255. 255.255.0

19 [exit

20 |interface pppoe 1

21 ip nat inside source list 99 interface

22 | pppoe server FLETS-ADSL

23 | pppoe account abc345@x**. **x* ne. jp zZzZyYyXXX
24 | pppoe type host

25 |exit

26 |!
27 |crypto isakmp policy 1

28 | authentication prekey

29 | encryption aes 256

30 | group 14

31 | hash sha

32 | idtype-pre userfagdn

33 | key ascii SECRET-VPN

34 | lifetime 86400

35 | my-identity id-kyoten

36 | negotiation—-mode aggressive

37 | peer—identity address 192.0.2.1

38 |exit

39 |[crypto map CENTER 1

40 | match address 1

41 | set peer address 192.0.2.1

42 | set pfs groupl4

43 | set security-association |ifetime seconds 28800
44 | set security-association always—up

45 | set transform—set P2-POLICY

46 [exit

47 !
48 |end
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T oaees gy PorM e P any ea 500 192.0.2 1 VPNTERT 3/57 v FERERTTET 4058 Y T DRE

2 |access—list 100 permit 50 any 192.0.2.1 0.0.0.0 VPNTCERET A/3y FEZEHFTT AT 4ILE) VHFDRTE

3 |access—list 111 deny udp any eq 135 any UDP7R— ~135 (MS DCOM / RPC) ML MDETH S 74 v O HEELET,

4 laccess—list 111 deny udp any any eq 135 UDP7AR— ~135 (MS DGCOM / RPC) ~DETHD S 74 v FHEELET,

5 |access—list 111 deny tcp any eq 135 any TCP7R— +135 (MS DCOM / RPC) ML MDETHD S 74 v O FHEELET,

6 |access—list 111 deny tcp any any eq 135 TCP7Rk— K135 (MS DCOM / RPC) ~DETHD S 74 v O 2EELEFT,

7 |access-list 111 deny udp any range 137 139 any UDP7R— +137-139 (NetBIOSES:E) Mo DETHD RS 74 v I H#EELET,

8 |access—list 111 deny udp any any range 137 139 UDP7R— F137-139 (NetBIOSE§E) ~DETHD S 74 v I FEBELET,

9 |access—list 111 deny tcp any range 137 139 any TCP7R— F137-139 (NetBIOSES:&E) MoDETHD RS 74 v I FIEELET,

10 |access—list 111 deny tcp any any range 137 139 TCP7AR— F137-139 (NetBIOSEE:&E) ~DETHD S 74 v EEBELET,

11 |access—list 111 deny udp any eq 445 any UDP7R— ~445 (Microsoft-DS / SMB) o DETD RS 74 v HEHFLET,

12 laccess—list 111 deny udp any any eq 445 UDP7R— ~445 (Microsoft-DS / SMB) ADETD S T4 v O FEEBELET,

13 |access—list 111 deny tcp any eq 445 any TCP7R— +445 (Microsoft-DS / SMB) WHDETHD RS 74 v EEELET,

14 laccess—list 111 deny tcp any any eq 445 TCP7R— ~445 (Microsoft-DS / SMB) ADEL TN LS T4 v o %EELET,

15 laccess—list 112 deny ip 192.168.100.0 0.0.0. 255 any IP7 FLRAEE192.168.100.0/24Mh 5 DETHD RS 74 v O BB LET,

access—|ist 112 permit icmp any 192.168.100.0 — " s

1610700, 255 192.168.100. 0/24~DICMP kS T 4 wH ZHAILE T,
,f_ = Y = ’\K N XY =

17 laccess-list 113 spi tcp any any eq tp ;CI_;_‘I' k21 (FTP) ADETDO S T4 vV ZHALET ., BENTY FLHFRISH

18 laccess=1ist 113 spi tcp any any eq ftp-data L(I:;#;m_izgo (FIPT—4) ~DETD LS 74O FHALET, BTy FLEF
If_ = “ = ,\K O “ =

19 laccess=list 113 spi tcp any any eq wuw ;CZ_‘I' k80 (HTTP) ~DETHD S 74 v O FHALET, W& /NNy LRI
,f_ = Y = ’\K N XY =

20 |access—list 113 spi udp any any eq domain li)l;l' k53 (DNS) ~DETD +F T4 vV ZHALET, BWENTY FEFFRISH

21 |access—list 113 spi tcp any any eq smtp ;CZ_'T\_ h25 (SNTP) ~DETO RS T« 27 ZRALET, BR/T Y PRI R
/f— > " = FRCS RN “ B

22 |access—1ist 113 spi top any any eq pop3 ;EI;I_#‘ £110 (POP3) ~DETD S 74 v I ZEHFALFET, WE /Ny FBLEFA &
/f— D M >, » E I‘\K \

23 laccess—list 113 spi tcp any any eq 587 Epjb%tgggﬂggj‘ YYAY) NOETDRS T4 T EHALET, HE/N

24 |access—list 113 spi tcp any any ETHDICPrS 724w O FHALET, WENTY FIHFRIShFET,

25 |access—list 113 spi udp any any 2THOUPrS 24w O FHALET, BENTY FLFHFRIShET,

26 |access—list 114 permit ip any any TIPS 74y FHFRALET,

27 laccess—list 115 deny ip any any TIPS 7490 FEELET,

28 |[!

29 |ip route 0.0.0.0 0.0.0.0 tunnel 1

30 |ip route 192.168.0.0 255.255.255.0 tunnel 2 FOODLANR y kT—S ~®DTunnel (IPsec) RIR#EZEER

31 |ip nat list 1 192.168.1.0 0.0.0. 255

32 |!

33 |[logging level informational isakmpA 4 %5083 9 A -HICAY LR EZHRTE

34 |

A4 VBIAARETIETE
. N S E S - oI H SERE
35 |aaa authentication login default local local: username=1v >/ Ffuxmbf‘ﬂﬁ( d, password ) T3l

login: “password login“a< > KTERELFHNAE( id: operator )
Xdefaul tER%E
TELNETE 5 4 U BEDEFRI AR ZIEE

36 |aaa authorization exec default local local: usernamea X > FTCERELHHELARILTOST A VA

37 |!

38 |username guest password guest-secret

39 |!

40 |crypto ipsec policy P2-POLICY IPsec’R) —EE (HEETE)

41 set pfs groupl4d

42 | set security-association |ifetime seconds 28800

43 set security-association transform-keysize aes 256
256 256

44 set security-association transform esp—aes esp-sha-
hmac

45 | set mtu 1454

46 | set ip df-bit 0

47 | set ip fragment post

48 |exit

49 |!

50 |crypto ipsec selector SELECTOR LY REEE (KARE)

51 | src 1 ipv4d any EETXTELYIAFLIPVIT FLRAERRIZHETE
52 | dst 1 ipv4 any BELLI A ELIPVA7 FLRAZRRIZETE
b3 [exit

54 |1

55 |crypto isakmp keepalive

56 |crypto isakmp log sa

57 |crypto isakmp log session

58 |crypto isakmp log negotiation—Tfail
59 |[!
60 |crypto isakmp policy P1-POLICY ISAKMPAR ) o —E8F (EXBETFE)
61 authentication pre-share

62 | encryption aes

63 | encryption—-keysize aes 256 256 256

64 | group 14

65 | lifetime 86400

66 | hash sha

67 initiate-mode aggressive

68 |exit

69 |!

70 |crypto isakmp profile PROFO0OT ISNBKlP7 O 74 JLERTE (HRHAEIZEHTE)

71 | match identity user id-kyoten
12 local-address 192.0.2. 1

13 | set isakmp-policy P1-POLICY
74 | set ipsec-policy P2-POLICY

75 ike-version 1

76 | local-key SECRET-VPN
11 |exit

78 |!
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79 |crypto map KYOTENOOO1 ipsec—isakmp CRYPTO MAPERTE (M#Lm#EIZERTE)
80 | match address SELECTOR

81 | set isakmp—profile PROFO00T

82 |exit

83 |!

84 |interface GigaEthernet 1/1

85 | vlan-id 1

86 | bridge-group 1

87 | channel—group 1

88 [exit

89 |!

90 |interface GigaEthernet 2/1

91 | vlan-id 2

92 | bridge-group 2

93 | pppoe enable

94 |exit

95 |!

96 |[interface Port-channel 1

97 | ip address 192.168. 1. 254 255.255.255.0

98 | mss 1300

99 |exit

100 |!

101 |interface Tunnel 1

102 | description FLETS

103 | ip address 192.0.2.1 255. 255. 255. 255

104 | ip access—group 100 in

105 | ip access—group 111 out IPVA7 R Y X MRDIT
106 | ip access—group 112 in IPVA7 XY R FRDIT
107 | ip access—group 113 out IPVA7 0 2R R MMRDIF
108 | ip access—group 114 out IPVA7 R Y R MRDIT
109 | ip access—group 115 in IPVA7 XY X FRDIT
110 | ip access—-group spi ftp-data enable FE I 4ILE2EM

111 | ip nat inside source list 1 interface

112 | tunnel mode pppoe profile PPPOE_PROF

113 | pppoe interface gigaethernet 2/1

114 |exit

115 |!

116 [interface Tunnel 2 Tunnel (IPsec) 41 R 7z —ARBRTE HRMEAEIZEKRTE)
117 | tunnel mode ipsec map KYOTENOOOT

118 |exit

119 |!

120 |pppoe profile PPPOE_PROF

121 | account abcO12@#kx. *+*. ne. jp XXXyyyzzz

122 |exit

123 |!

124 |end
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