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BREH (ER) 2 X
1 _|access—list 4000 permit icmp6 any any neighbor—advertisement IPv6 77t R1) A (NAZFR])
2 |access—list 4000 permit icmp6 any any neighbor—solicitation IPv6 72t X1) AL (NSEFH])
3 Jaccess—list 4000 permit icmp6 any any router—advertisement IPv6 7t X)X (RAEFT])
4 laccess—list 4000 permit udp any any eq 546 IPv6 74+t A1) A (DHCPV6EFT])
5 Jaccess-list 4000 permit udp any eq 500 any eq 500 IPv6 72t X1) A (UKEEFA])
6 |access—list 4000 permit 50 any any IPv6 7t RX!) A (ESPEFA])
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RGES (3)

HE

access—list 4009 deny ipv6 any any

IPv67 7R ) AN EER)

access—list 4010 spi ipv6 any any

IPv6 7 7t R X+ (SPI)

10

ip route 172.16.0.2 255.255.255.255 192.168.0.2

1INy 77 (£2%B) fllLoopbackA 37T —AF KL AN BRBHET

11

12

ipv6 route ::/0 dhcp port—channel 2

IPv6T J#4JLEJL—RERTE (T 74 )L JL—EZDHCP port—channel[ZE% 5E)

13

14

ipv6 dhcp client—profile ipv6dns_client

DHCPV6OSA 7T OT74 )L

15

option—-request dns—server

DNSH—/\—ERELTF

16

retries infinity

DHCPv6Ayt—L DIRIENHSETHET HRE

17

exit

18

19

logging buffer level informational

HEEBRIP/NYIT7AH AT EO4 L)L (informational) FIEFE  IETFELI-LARILEFR
LLE(LRNILBESLUT) OO E#HREHEALET,

20

21

aaa authentication login default local

AEE(COVLTHGE DA R EETE (username AV R TEEEXLIZID//V X
J—k&g %)

22

aaa authorization exec default local

AEETIAVUIRITEH AT A END ORI AR ZFETE (username A~ TEH
BLI-FHELANILET D)

23

24

username guest password guest—secret

A2t 1—H [# (guest) &/ I —K [MMguest-secret) D& %

25

26

hostname IPsecGW1

hostnameE% 5E

27

28

crypto ipsec replay—check disable

29

crypto ipsec sequence—overflow disable

30

31

crypto ipsec policy IPsec POLICY

32

set pfs group14

33

set security—association rekey always

34

set security—association lifetime seconds 28800

35

set security—association transform—keysize aes 256 256 256

36

set security—association transform esp—aes esp—sha256—hmac

37

set ip df-bit 0

38

set ip fragment post

39

sa—up route

40

exit

41

42

crypto ipsec selector SELECTOR1

43

src 1 ipv4 any

44

dst 1 ipv4 any

45

exit

46

47

crypto ipsec group—security policy GSA_POLICY

I —T 8 IPsecEEEE—FADBIT (RILFRARSAH —/\BEREIZRET B8 E)

48

set security—association transform esp—aes esp—sha256—hmac

49

set security—association transform—keysize aes 256

50

set security—association lifetime seconds 600

51

set security—association softlimit seconds 60

52

rollover 30 30

TILFRAURSAD B FHELERRDEERTE

53

spi mask hex ffefffff 00200000

TILFRAURSADSPINEEEIETE

s RILFRAURSAY —NBIZERLEB ISR EEZITOTESWNN(EREZREHTIE., £

UAAD THI21bitE 0, £ ABD FAI21bitBE1. EHBAESIZFNFNRERFLTL
F9),

-t AL AR T T ASAEEE LA ESIZ, THI22bit B AY1(0x00200000) &%
BEOITEREFIToTLIESLY

54

exit

55

56

crypto group—security server ha local-address 172.16.0.1 remote—address
172.16.0.2

TILFRAVISAY — /DR REBEZE RIS HERTE

=

57

crypto group—security server ha keepalive—interval 10

TILFHRARSAY —/\TTE DKeepalive Avt—2 DX ERIRD L E

=

58

crypto group—security server ha keepalive—timeout 20

TILFHRARSAY —/NTTE DKeepalive 2y t—2 DAL LTI NERIDEEE

59

crypto group—security server priority 254

ZILFRAFSAY—\D R ERRECRE AT A — /B EE DR E

=

60

crypto isakmp keepalive interval 60 always—send

61

crypto isakmp log session detail

62

crypto isakmp log negotiation—fail

63

crypto isakmp log gsa

TILFRARSAL R -HIBR- B T DAY HAETE

64

65

crypto isakmp policy ISAKMP POLICY

66

authentication pre—share

67

encryption aes

68

encryption—keysize aes 256 256 256

69

group 14

70

lifetime 86400

71

hash sha—256

12

exit

73

74

crypto isakmp profile ISAPROF 1

75

self-identity fgdn IPsecGW1.example.jp

AEB DB G EZERTE (RXLAID-TYPE=FQDN))

76

set isakmp—policy ISAKMP POLICY

71

set ipsec—policy IPsec POLICY

78

set group—security—policy GSA POLICY

TILFRAUESAYSAT UM E AT BIILFRAUESARY S —R2 DERE

79

ike—version 2

IKEV2ZE3NZT HERE

80

local-key SecretKey

81

exit

82

83

crypto session release ipsec—lost—time 1

84

crypto session release reset delete—send

85

86

crypto map MAP_1 ipsec—isakmp dynamic

FAFTIVIELIRELTEHESH HERTE

87

match address SELECTORI1

88

set isakmp—profile ISAPROF 1

89

exit

90
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EEH (ER) HE X
91 [interface GigaEthernet 1/1 I A 2—2Jx—X (LAN{EI)
92 | vlan—id 1
93 | bridge—group 1
94 | channel-group 1 LAN{BIERIEA > # T —XR (Port—channel) &# 1+ [+
95 |exit
96 |!
97 linterface GigaEthernet 2/1 MEA 23— —R (WANFED
98 | vlan—id 2
99 [ bridge—group 2
100 | channel—-group 2 WAN{RIZRIE A > 2 72— (Port—channel) St 4+ [+
101 | ipv6 access—group 4000 in IPv6 77t R ARt 1T (permit)
102 | ipv6 access—group 4009 in IPv6 7 7t R) AR AT (T (deny)
103 | ipv6 access—group 4010 out IPv6 7t R') ANR{ T (SPI)
104 [exit
105 |!
106 |interface Loopback 1 Loopbackl /27T —AMDERTE
107 | ip address 172.16.0.1 (BB EEWNEEBIE. COFFLATBGPEY 3 EFHILET)
108 |exit
109 |!
110 |interface Port-channel 2 FRIEA L A—DJ—X (WANFED
111 [ ipv6 enable IPv6!) o O0—HILFRLRRE
112 | ipv6 address autoconfig IPv6 7RL R TE (RAMNSLTZRL A& RL)
113 | ipv6 nd receive-ra RAZ{EERTE
114 | ipv6 dhcp service client DHCPV6 U SA T hERTE
115 | ipv6 dhcp client—profile ipv6dns_client DHCPv69SA 7T a7 A JLER AT+
116 | mtu 1500 MTUEEFE
117 | ddns—client address ipv6 action http—client 1 delay 10 interval 60 A AFSYYIDNSHSAT U REETE
118 |exit
119 [!
120 |interface Port—channel 1 RIEA > AR—J—X (LANfED)
121 | ip address 192.168.0.1 255.255.255.0
122 |exit
123 |!
124 |router bgp 65000
125 | bgp router—id 172.16.0.1 BGP/L—ZIDERTE
126 | bgp log—neighbor—changes BGPES &0V 1HRD H A

—_ 4+ =, “ - > B 0 > - 211 ,— e
127 | bgp listen range 0.0.0.0/0 peer-group PEER_GROUP_1 ??“BGP&M%E#EIT%*JFU TTELADRE (ET T L—T ORI Y —%8
128 | neighbor 192.168.0.254 remote—as 65001 BGPE 7 DASES DR FE (eBGP) =
129 [ neighbor PEER_GROUP 1 passive AEEMNOBGPE Y IV EIRERZEEELEWVESICERTE
130 [ neighbor PEER_GROUP_1 remote—as 65000 BGPE 7 DASEE DX E (iBGP)
131 | neighbor PEER_GROUP_1 update—source loopback 1 BGPz Y a N DEDEETLTFLADERTE
132 | neighbor PEER_ GROUP 1 peer—group BUCBGPR S —%#EHDERMNDBGPET2ET7 Y IL—TELTETE
133 | !
134 | address—family ipv4 unicast
135 | neighbor 192.168.0.254 route—-map RMAP_LAN_LOCPRF SET in BGPE 7 [Zroute—mapZ i 9 2R € (ZIERIER) =
136 | neighbor 192.168.0.254 route—map RMAP_PE_MED SET out BGPE 7 [Zroute-mapZ @ 4 55 F GEERICHEA) =
137 | neighbor PEER_GROUP_1 route-reflector—client BGPETZZIL—h)ILIBIFATURET BERTE
2 s 4 33 - Tyl 33 “ = = 7z F ==
138 | neighbor PEER.GROUP_1 disable—nexthop-validation 225%7””"*% LI DNexthopEIZIEF =0 V2 T0T . RBERAHET
== H En—=) = — v =
139 | redistribute connected route-map RMAP_LAN_LOCPRF_SET %f%rj;%%@ﬁ%éiii;ﬁ;%%?fg I=route-map &8 ) f”e
140 | exit
141 | !
142 [exit
143 |!
144 |route—-map RMAP_LAN_LOCPRF SET permit 1 route-mapE¥ EE—RF~NDI1T =
145 | set local-preference 200 route—maplZE% 23 AR IRIEIRODLOCAL-PREFIED R E (EAAKELNAHIE ) E
146 |exit =
147 |!
148 |route—map RMAP PE MED SET permit 1 route—mapi% e E—F~D#1T =
149 | set metric 100 route—maplZE& ST ARRIBFIHRD AR VIIEDRTE EA/NMSLNAHESL) T
150 [exit =
151 |!
152 |http—client 1 IPv6¥ 453y JDNSH —E RIHEHT HI-ODHTTPYSA T FDERTFE
153 | request—timeout 10 retry 5 BEHRERAVE—VDOREZEFLHEREEJNSABHEFETE
154 method 1 get url https://ddnsapi—v6.e—ntt.jp/api/renew/ <FRALF—> HTTPO)Request—LineO)E‘QE -
$i6 * [FRZARX—11E, IPv6F 1Sy VDNSEEBE@Em D[RR X —1EHRI1Z SR

155 | reference—interface port—channel 2 method YR TSI 51 2T —REIERE
156 | source—interface port—channel 2 BEERAYE—VDEETTELRAFIETE
157 | logging on HTTPOSA7 DB T HAZEITIHRE
158 |exit
159 |!
160 |end

> ABAIFITELnet D& FE

XU BB TAELRITICIAE | EEEH L,rt\i_?o

BREHI(EA) HE X
1 |access—list 4000 permit icmp6 any any neighbor—advertisement &
2 |access—list 4000 permit icmp6 any any neighbor—solicitation T2
3 |access—list 4000 permit icmp6 any any router—advertisement =
4 Jaccess—list 4000 permit udp any any eq 546 =&
5 Jaccess—list 4000 permit udp any eq 500 any eq 500 T2
6 |access—list 4000 permit 50 any any =
7 |access—list 4009 deny ipv6 any any =&
8 |access-list 4010 spi ipv6 any any T2
9 |! =
10 |ip route 172.16.0.1 255.255.255.255 192.168.0.1 242 (22 3A) fllLoopbackA VBT —RFRFL R D #F iR % 55X 5E =
11| =
12 |ipv6 route ::/0 dhcp port—channel 2 =
13 |! =
14 |ipv6 dhcp client—profile ipv6dns_client T2
15 | option—request dns—server =
16 | retries infinity =
17 |exit £
18 |! =
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SRR (e i B X

> RN 3 . . ED & . S
19 |logging buffer level informational E%?Jg}\bgéa_ﬂé)jjo)j_l:l%;\:,lé*lé;é\ébj(]‘g;;aotlonal)éhm HRELILALARS =
20 | S

I - 5 ENEE B =y== S - o

21 |aaa authentication login default local zgfl;ﬁa(}tgp?é DHE ORI ALIERE (username IV FERELIID//I &
22 |aaa authorization exec default local *%ETJVZ{FQ??%ELFEITéb‘&wDE!FEIE—E&%—#EE(usemame AV EE &

BRLIAFHELRNILET D)
23 |! T=E
24 |username guest password guest—secret A2t 1—H [# (guest) &/ I —K [MMguest-secret) D& % =
25 [ S
26 |hostname IPsecGW2 hostnameZ% & T
27 [ S
28 |crypto ipsec replay—check disable =
29 |crypto ipsec sequence—overflow disable ~E
30 [! S
31 |crypto ipsec policy IPsec POLICY =
32 | set pfs groupl4 =
33 | set security—association rekey always &
34 | set security—association lifetime seconds 28800 s
35 | set security—association transform—keysize aes 256 256 256 ~E
36 | set security—association transform esp—aes esp—sha256—hmac ~E
37 [ setip df-bit 0 S
38 | set ip fragment post =
39 | sa—up route &
40 [exit S
41 |! =
42 |crypto ipsec selector SELECTOR1 &
43 | src 1 ipv4 any =
44 | dst 1 ipv4 any ~E
45 |exit TZ
46 |! S
47 |crypto ipsec group—security policy GSA POLICY ~E
48 | set security—association transform esp—aes esp—sha256—hmac E
49 | set security—association transform—keysize aes 256 =&
50 | set security—association lifetime seconds 600 =
51 | set security—association softlimit seconds 60 &
52 | rollover 30 30 S

TILFRAURSADSPIN EFHZFEE

s WILFRAVISAY —NEIZELG DI EEF T OTEIVLN(REREFTIE. &
53 | spi mask hex ffcfffff 00300000 DRAD T L21bitH %0, o ABD Fr21bitB %1, LD LIITENENHRELTL |[TE

F9),

AP TS ASALEELALVESIS, T122bit B A%1(0x00200000) &%
54 [exit S
55 ! =
56 (;;yzp;cc(; gr;)up—security server ha local-address 172.16.0.2 remote—address ZILFRAVRSAY — DT EMEEEE S =T BRE =
57 |crypto group—security server ha keepalive—interval 10 T
58 |crypto group—security server ha keepalive—timeout 20 TZ
59 |crypto group—security server priority 253 RIVFRAVESAY—/\O T REEETHERAT S —/\BEEDHRTE =
60 |crypto isakmp keepalive interval 60 always—send =
61 |crypto isakmp log session detail TZ
62 |crypto isakmp log negotiation—fail =
63 |crypto isakmp log gsa ~E
64 [! S
65 |crypto isakmp policy ISAKMP_POLICY =
66 | authentication pre—share ~E
67 | encryption aes &
68 | encryption—keysize aes 256 256 256 =&
69 | group 14 ~E
70 | lifetime 86400 S
71 | hash sha-256 S
72 |exit T=E
73 [ S
74 |crypto isakmp profile ISAPROF 1 =
75 | self-identity fqdn IPsecGW2.example jp AREEDHAN A EZERTE (RRALAID-TYPE=FQDN)) =
76 | set isakmp—policy ISAKMP_POLICY S
77 | set ipsec—policy IPsec POLICY =
78 | set group—security—policy GSA POLICY S
79 | ike—version 2 &
80 | local-key SecretKey =&
81 [exit =
82 |! S
83 |crypto session release ipsec—lost—time 1 =
84 |crypto session release reset delete—send ~E
85 |[! S
86 |crypto map MAP_1 ipsec—isakmp dynamic =
87 | match address SELECTORI1 T
88 | set isakmp—profile ISAPROF _1 S
89 [exit S
90 |[! S
91 _|interface GigaEthernet 1/1 MIBA2—T1—X (LANE) =
92 | vlan-id 1 S
93 | bridge—group 1 ~=E
94 | channel-group 1 LAN{HI5wEE A > 2T —R (Port—channel) &R {F [+ =
95 [exit S
96 |! =
97 linterface GigaEthernet 2/1 MIBA Z—T 1 —R (WAND) =
98 | vlan-id 2 S
99 | bridge—group 2 ~=E
100 | channel-group 2 WAN{EIEREEA > 2T —R (Port—channel) &R {1+ =
101 | ipv6 access—group 4000 in =
102 | ipv6 access—group 4009 in ~=E
103 | ipv6 access—group 4010 out &
104 [exit S
105 [! T=E
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REH| (2B HE P
106 |interface Loopback 1 Loopbackl /27T —AMDERTE T2
107 | ip address 172.16.0.2 (BB MEEEE, COFFLRATBGPEY AV EREILET) =
108 |exit S
109 [! S
110 |interface Port-channel 2 ERIEA 2 A—J—X (WANFED =
111 | ipv6 enable S
112 | ipv6 address autoconfig =
113 | ipv6 nd receive—ra ~E
114 | ipv6 dhcp service client TZ
115 | ipv6 dhcp client—profile ipv6dns_client =
116 | mtu 1500 =
117 | ddns—client address ipv6 action http—client 1 delay 10 interval 60 2 AFSYYIDNSHSAT U REETE TZ
118 [exit S
119 [! T=E
120 |interface Port—channel 1 FRIEA 22— —X (LANED TZ
121 | ip address 192.168.0.2 255.255.255.0 =&
122 |exit S
123 |! S
124 |router bgp 65000 S
125 | bgp router—id 172.16.0.2 BGP/L—ZIDEXTE =
126 | bgp log—neighbor—changes =
127 | bgp listen range 0.0.0.0/0 peer—group PEER_GROUP_1 =
128 | neighbor 192.168.0.254 remote—as 65001 =
129 | neighbor PEER GROUP_1 passive =
130 | neighbor PEER GROUP 1 remote—as 65000 T2
131 | neighbor PEER GROUP 1 update—source loopback 1 £
132 | neighbor PEER_ GROUP_1 peer—group =
133 ! S
134 | address—family ipv4 unicast ~E
135 | neighbor 192.168.0.254 route—map RMAP_L AN LOCPRF SET in BGPE 7 [Zroute-mapZ B i 9 % (S RFIE ) =
136 | neighbor 192.168.0.254 route—map RMAP PE MED SET out BGPE 7 [Zroute—mapZ @ A9 A% F GEERIZ@EA) E
137 | neighbor PEER GROUP 1 route—reflector—client T2
138 | neighbor PEER_ GROUP_1 disable—nexthop—validation &
139 | redistribute connected route—-map RMAP_LAN LOCPRF SET BIREREFBILES T HEETE (connectediF I% | “route—map%&E ) TE
140 | exit =
141 ! S
142 [exit S
143 |! =
144 |route—map RMAP LAN LOCPRF SET permit 1 route—mapi% F E—F~DF1T T2
145 | set local-preference 100 route—maplZE%Z 9 AR RIEEHDLOCAL-PREFIEMDHTF (JEMN K=ULNA I EL) ~E
146 |[exit =
147 |1 S
148 |route—map RMAP PE MED SET permit 1 route—mapi% T E—F~DF1T T2
149 | set metric 200 route—map|ZE& BT SRRIFIRD AR Y IEDFRTE (EA/NSLAIESL) TZ
150 |exit &
151 [! S
152 |http—client 1 IPv65 A+ SvIDNSH—E RIS BT-ODHTTPYSA T UL DERTE =
153 | request—timeout 10 retry 5 BRERAVE—DOREZ EFLHBTERE)NSAEEHESE &
154 method 1 get url https://ddnsapi—v6.e—ntt.jp/api/renew/ <;RALF—> HTTPG)Request—LineO)E{x"E - r=

$i6 *x [FRRRX— &, IPv6F 4 FSvIDNSEEBEE D HRR X —1FH 1 SHERTE

155 | reference—interface port—channel 2 methodd YK TSR 541 3T —REHEE &
156 | source—interface port—channel 2 BEERERAVE—DDEETTELREERE =
157 | logging on HTTPOSA 7 DO HAZITIETE =
158 |exit TZ
159 [! S
160 |end TZ
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LS ABIFITELnet D ER FE

X A BER TR EGITISI AR ERHELTLET,
ERFE P (L) e X

access—list 4000 permit icmp6 any any neighbor—advertisement

access—list 4000 permit icmp6 _any any neighbor—solicitation

access—list 4000 permit icmp6 any any router—advertisement

access—list 4000 permit udp any any eq 546

access—list 4000 permit udp any eqg 500 any eq 500

access—list 4000 permit 50 any any

access—list 4009 deny ipv6 any any

access—list 4010 spi ipv6 any any

ip route 172.16.0.1 255.255.255.255 tunnel 1 A2 (2 3A) fHllLoopbackA R TT— AT KL RBNFZBERTE

ip route 172.16.0.2 255.255.255.255 tunnel 2 A4 (2243B) fllLoopbackA > F3TT—RA 7KL RIED X IRE R TE
I

ipv6 route ::/0 dhcp port—channel 2

ipv6 dhcp client—profile ipv6dns_client

option—request dns—server

retries infinity

exit

—_————_——_— ] —_—_ ] —_ | —_ | —
(.OCO\IO)U'IAOJN—LOQOO\IOO'IJ}OOM—&

oeging buffer level informational KERE/ NV I7AHNTHOT L)L (informational) ZHEFE 5 E LIL N ILAFH
g8ing LLE(LRLVBEUT)OOJIEHREHDLET

N
o

N
—_

1
S - AEB(COVLTHGE DA R EHETE (username AV R TEEXLIZID//NX
aaa authentication login default local J_R&FB)

N
N

23 laaa authorization exec default local ARETIAVIERITZET AT OMSHOLEFAI S A ZHRE (username IV HTE
SRXLT-4HELARNILET D)

24 |!

25 |username guest password guest—secret Ot 1—H O (guest) &/ ) —K [Mguest—secret) D& £k

26 _|!

27 |hostname kyoten—a hostnameE% TE

28 |!

29 |crypto ipsec security—association softlimit initiate seconds 90

30 |crypto ipsec security—association softlimit respond seconds 90

31 lcrypto ipsec replay—check disable

32 |crypto ipsec sequence—overflow disable

33 |!

34 |crypto ipsec policy IPsec POLICY

35 | set pfs group14

36 | set security—association always—up

37 | set security—association rekey always

38 | set security—association lifetime seconds 28800

39 | set security—association transform—keysize aes 256 256 256

40 | set security—association transform esp—aes esp—sha256—hmac

41 | set ip df-bit 0

42 | set ip fragment post

43 [exit

44 |

45 |crypto ipsec selector SELECTOR1

46 | src 1 ipv4 172.16.0.101 255.255.255.255

47 | dst 1 ipv4 any

48 [exit

49 |

50 |crypto isakmp keepalive interval 60 always—send

51 Jcrypto isakmp log session detail

52 |crypto isakmp log negotiation—fail

53 |crypto isakmp log gsa

54 |crypto isakmp negotiation retry timer 10 limit 3 timer—max 30 guard—time

55 |crypto isakmp negotiation expire—time 90

56 crypto isakmp negotiation always—up—params interval 100 max—initiate 10
max—pending 1 delay 1

57 |!

58 |crypto isakmp policy ISAKMP_POLICY

59 | authentication pre—share

60 | encryption aes

61 | encryption—keysize aes 256 256 256

62 | group 14

63 | lifetime 86000

64 | hash sha—256

65 |exit

66 _|!

67 |crypto isakmp profile ISAPROF 1 2 AARITDISAKMP7 O D74 JLEERTE

68 | match identity host IPsecGW1.example.jp VPNE 7 D kA 5 iE% % E G(RA & ID-TYPE=FQDN)) £

69 | self-identity user—fqdn kyoten—a@example.jp AREBOHAN G EZFRTE (A—5F L UD-TYPE=User—-FQDN)) ~E

70 | set isakmp—policy ISAKMP_POLICY =

71 | set ipsec—policy IPsec POLICY ~E

? SAAS ST T A=~ —_EX - &L
72 | set peer domain fitelnet-ipsecgwl.i.e—nttjp v6 }/;%)t TEFAM VB TIRET S (IPvEF (T 2YYDNSY —E RIS TERL7-FADNE =

TILFRAURSADSATURELT, RILFIRAVRSAY—/AIS T ILFRAURSA
~ L . FZIETMEELT HERTE -

73 | group—security client spi mask hex ffdfffff 00200000 AT (T ILFHRA L RSAH—/N—2E DT BT ILFHRA RSALE SE AL ~E
SPIL DG ATENRBETY

74 | ike—version 2 IKEV2EE3NZT SR E T2

75 | local-key SecretKey =&

76 Jexit T=E
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77 | N
78 |crypto isakmp profile ISAPROF 2 E4RIC, £ 2BRITDISAKMP T O 74 )LE R TE
79 | match identity host IPsecGW2.example.jp
80 | self-identity user—fqdn kyoten—a@example.jp
81 | set isakmp—policy ISAKMP POLICY
82 | set ipsec—policy IPsec POLICY
83 . . N VPNET7ZR A B THEY & (IPv6S 1 F3 v IDNSH—E R [ZTE L =FQDNZ
set peer domain fitelnet—ipsecgw?2.i.e—nttjp v6 )
84 | group—security client spi mask hex ffdfffff 00200000
85 | ike—version 2
86 | local-key SecretKey
87 Jexit ~E
88 |! ~Z
89 |crypto session release ipsec—lost—time 1 ~E
90 |crypto session release reset delete—send ~E
91 |!
92 |crypto map MAP 1 ipsec—isakmp 2 AARITDVPNE 7 EDELIRERD IR FEETE
93 | match address SELECTORI1
94 | set isakmp—profile ISAPROF 1
95 Jexit
96 |!
97 |crypto map MAP_2 ipsec—isakmp 2 ABREITOVPNE 7 EQELIREBEHRD TR FERTE
98 | match address SELECTORI1
99 | set isakmp—profile ISAPROF 2
100 |exit
101 |!
102 |interface GigaEthernet 1/1 YA 32— —X (LANfED
103 | vlan—id 1
104 | bridge—group 1
105 | channel—group 1 LAN{EIGREEA > 2T —R (Port—channel) &R {31+
106 |exit
107 |!
108 |interface GigaEthernet 2/1 YA Z—TT—X (WANFEI)
109 | vlan—id 2
110 | bridge—group 2
111 | channel-group 2 WAN{EIZHEEA > 2T —X (Port—channel) &R {1
112 | ipv6 access—group 4000 in
113 | ipv6 access—group 4009 in
114 | ipv6 access—group 4010 out
115 |exit
116 |!
117 linterface Loopback 1 Loopbackl /> 27T —AMERTE
118 | ip address 172.16.0.101 (B RERWEREBEIL,. COTFRLATBGPE Y I &M LET)
119 |exit
120 |!
121 linterface Port—channel 2 FRIEA2—7T—RX (WANSEI)
122 | ipv6 enable
123 | ipv6 address autoconfig
124 | ipv6 nd receive—ra
125 | ipv6 dhcp service client
126 | ipv6 dhcp client—profile ipv6dns_client
127 | mtu 1500
128 [exit =
129 |! &
130 |interface Port—channel 1 I A—2J1—X (LAN{ED) E
131 | ip address 192.168.101.1 255.255.255.0
132 |exit
133 |!
134 |interface Tunnel 1
135 | tunnel mode ipsec map MAP 1 &
136 |exit
137 |!
138 |interface Tunnel 2
139 | tunnel mode ipsec map MAP 2
140 |exit
141 |!
142 |interface Tunnel 3
143 | tunnel mode ipsec S
144 | crypto group—security map MAP 1 TILFRAVRSAY — /NS ILFIRAVISAZZIET HETE &
145 | crypto group—security map MAP 2 (RILFRAVESAY—/\D R R EEFFE RTS8 ISEHIETE)
146 |exit
147 |!
148 |router bgp 65000
149 | bgp router—id 172.16.0.101 BGPJL—AIDERTE
150 | bgp log—neighbor—changes TZ
151 | neighbor 172.16.0.1 remote—as 65000 BGPE 7 DASEE DEXE (iBGP) =
152 | neighbor 172.16.0.1 update—source loopback 1 BGPEy a3V M DIEDEETTELADERE =
153 | neighbor 172.16.0.2 remote—as 65000
154 | neighbor 172.16.0.2 update—source loopback 1
155 | !
156 | address—family ipv4 unicast
157 | neighbor 172.16.0.1 disable—nexthop—validation
. o BGPE7IZx T U RILIURRA UM EETE

158 | neighbor 172.16.0.1 encap endpoint ipv6 interface port—channel 2 K%E;’E?)b?‘ﬂ’f’f“/|~SA7547“/_|~&L'C§M’F'§‘E‘61§"%IZEQE
159 | neighbor 172.16.0.1 encap type ipsec—tunnel BGPtTIZﬁT%)ij‘lZ)lx’[tZiit%EﬁE =

S AEBEIIWFRAVSAVSATUREL TEIMESH BIFEICERTE
160 | neighbor 172.16.0.2 disable—nexthop—validation
161 | neighbor 172.16.0.2 encap endpoint ipv6 interface port—channel 2
162 | neighbor 172.16.0.2 encap type ipsec—tunnel
163 | redistribute connected BRERERILET HRE
164 | exit
165 | !
166 |exit
167 |!
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168

ip name—server ::1

DNSH—/N\—ERFE (BEBEEY —/\—[ZRFE)

169

|

170

crypto ip name—server ::1

VPNEZDTZRLABWESHEZTIDNSY—N—FF (BEEEFZH—/\—IZHTF)

171

172

dns—server ipvb enable

DNSv6H—/\—E&F (ProxyDNSEEBEZX B THI-T 5)

173

174

proxydns domain 1 any * any dhcp ipv6 port—channel 2

proxyDNS JI[E5|ZE% %€ (IPv6 DNS / any)

175

proxydns address 1 any dhcp ipv6 port—channel 2

proxyDNS 1# 5| Z & % (IPv6 DNS / any)

176

177

end

Bl S B{AIFITELnet DR TE

SR e (B )

XA EBRTAELITICIAE LS Ltb\i?“o

B E

X

access—list 4000 permit icmp6 any any neighbor—advertisement

access—list 4000 permit icmp6 any any neighbor—solicitation

access—list 4000 permit icmp6 any any router—advertisement

access—list 4000 permit udp any any eq 546

access—list 4000 permit udp any eq 500 any eq 500

access—list 4000 permit 50 any any

access—list 4009 deny ipv6 any any

access—list 4010 spi ipv6 any any

ip route 172.16.0.1 255.255.255.255 tunnel 1

ip route 172.16.0.2 255.255.255.255 tunnel 2

ipv6 route ::/0 dhcp port—channel 2

|

ipv6 dhcp client—profile ipv6dns_client

option—-request dns—server

retries infinity

exit

_._k_k_._k_k_._k_k_.
) = S ) I EN P TS BN =) e S el Sl Gl Rl Sl o e

N
o

logging buffer level informational

HEEBERNE/N\YIT7AH DT 505 L)L (informational) FIE : FEELTI=LNILEFR
UE(WLRILBSUT) OOV EREFHALED,

N
—_

N
N

aaa authentication login default local

AEEICOVLTH OB EDEIA AR EIET (username AT R EEERLT-ID//V R
—KEd3)

23

aaa authorization exec default local

AREBTCOATURETEHATH5MEOND O AREIETE (username AT K TR
FRLT-4FHELANILET D)

24

25

username guest password guest—secret

A% 1—Y [0 (guest) &/ ) —F Mlguest—secret) D& ix

26

|

27

hostname kyoten—b

hostnameE% 5E

28

29

crypto ipsec security—association softlimit initiate seconds 90

30

crypto ipsec security—association softlimit respond seconds 90

31

crypto ipsec replay—check disable

32

crypto ipsec sequence—overflow disable

33

34

crypto ipsec policy IPsec_POLICY

35

set pfs group14

36

set security—association always—up

37

set security—association rekey always

38

set security—association lifetime seconds 28800

39

set security—association transform—keysize aes 256 256 256

40

set security—association transform esp—aes esp—sha256—hmac

4

set ip df-bit 0

42

set ip fragment post

43

exit

44

45

crypto ipsec selector SELECTOR1

46

src 1 ipv4 172.16.0.102 255.255.255.255

47

dst 1 ipv4 any

48

exit

49

|

50

crypto isakmp keepalive interval 60 always—send

51

crypto isakmp log session detail

52

crypto isakmp log negotiation—fail

53

crypto isakmp log gsa

54

crypto isakmp negotiation retry timer 10 limit 3 timer—-max 30 guard-time

55

crypto isakmp negotiation expire—time 90

56

crypto isakmp negotiation always—up—params interval 100 max—initiate 10

max—pending 1 delay 1

57

|

58

crypto isakmp policy ISAKMP POLICY

59

authentication pre—share

60

encryption aes

61

encryption—keysize aes 256 256 256

62

group 14

63

lifetime 86000

64

hash sha—256

65

exit

66

!
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67

crypto isakmp profile ISAPROF 1

+AAR T DISAKMP7 0774 ILEER5E

68

match identity host IPsecGW1.example.jp

=

69

self-identity user—fqdn kyoten—b@example.jp

2

70

set isakmp—policy ISAKMP _POLICY

71

set ipsec—policy IPsec POLICY

=

72

set peer domain fitelnet—ipsecgwl.i.e—ntt.jp v6

VPNET7Z#R ALV A THRET S (Pv6S 473y DNSH—E R[ZTZERL-FQDN%
5E)

&

73

group—security client spi mask hex ffdfffff 00200000

TILFRAURSAISATUREL T, RILFRAVRSAY—/AMS T IILFRARSA
FZ{ETMHEL T HERTE
ARERFEIXTILFRAVRSAY —N\—2E8DERT BV ILFRA U ISAZEZ{ERRELS
SPILY O ETBIENMETT

&

74

ike—version 2

T2

75

local-key SecretKey

76

exit

=

71

=

78

crypto isakmp profile ISAPROF_2

Bk, £ 5B T DISAKMPT O 7 LERTE

79

match identity host IPsecGW2.example.jp

80

self-identity user—fqdn kyoten—b@example.jp

81

set isakmp—policy ISAKMP _POLICY

82

set ipsec—policy IPsec POLICY

83

set peer domain fitelnet—ipsecgw?2.i.e—ntt.jp v6

VPNET7Z#R ALV A THRET S (Pv6S 473y DNSH—E X2 TZEERL-FQDN%
5E)

84

group—security client spi mask hex ffdfffff 00200000

85

ike—version 2

86

local-key SecretKey

87

exit

=

88

T2

89

crypto session release ipsec—lost—time 1

90

crypto session release reset delete—send

=

91

92

crypto map MAP_1 ipsec—isakmp

93

match address SELECTOR1

94

set isakmp—profile ISAPROF 1

95

exit

96

97

crypto map MAP_2 ipsec—isakmp

98

match address SELECTORI1

99

set isakmp—profile ISAPROF 2

100

exit

101

102

interface GigaEthernet 1/1

WA 3—TT—X (LANfED

103

vlan—id 1

104

bridge—group 1

105

channel—group 1

LAN{BIZRER A2 R T — R (Port—channel) &R {5t 1+

106

exit

107

108

interface GigaEthernet 2/1

WA Z—T—RX (WANFAD)

109

vlan—id 2

110

bridge—group 2

111

channel—group 2

WANMIZRIE A 2T — R (Port—channel) &+t 1+

112

ipv6 access—group 4000 in

113

ipv6 access—group 4009 in

114

ipv6 access—group 4010 out

115

exit

116

117

interface Loopback 1

Loopbackl /3271 —AMERTE

118

ip address 172.16.0.102

(L RAERMAEEIL, COTRLRATBGPE Y 3 FEIILET)

119

exit

120

121

interface Port—channel 2

SR A—TT—X (WANFEI)

122

ipv6 enable

123

ipv6 address autoconfig

124

ipv6 nd receive—ra

125

ipv6 dhcp service client

126

ipv6 dhcp client—profile ipv6dns_client

127

mtu 1500

128

exit

=

129

130

interface Port—channel 1

A2 —T71—R (LAN)

=

131

ip address 192.168.102.1 255.255.255.0

132

exit

133

134

interface Tunnel 1

135

tunnel mode ipsec map MAP 1

=

136

exit

137

138

interface Tunnel 2

139

tunnel mode ipsec map MAP 2

140

exit

141

142

interface Tunnel 3

143

tunnel mode ipsec

=

144

crypto group—security map MAP 1

TILFRAERSAY =\ SRILFRAUISAEZIETHRTE

=

145

crypto group—security map MAP_2

(RIVFRAVSAY — /DU REEEEH AT HI5E [SERIETE)

146

exit

147
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148 |router bgp 65000
149 | bgp router—id 172.16.0.102 BGPJL—AIDERTE
150 | bgp log—neighbor—changes T2
151 [ neighbor 172.16.0.1 remote—as 65000 BGPE7 DASEE DEL T (iBGP) =
152 | neighbor 172.16.0.1 update—source loopback 1 BGPEy a3V M DIEDEETTELADERE =
153 | neighbor 172.16.0.2 remote—as 65000
154 | neighbor 172.16.0.2 update—source loopback 1
155 | !
156 | address—family ipv4 unicast
157 | neighbor 172.16.0.1 disable—nexthop—validation

. o BGPE7IZx T U RILIURRA UM EETE
158 | neighbor 172.16.0.1 encap endpoint ipv6 interface port—channel 2 ZK%E;’E?»?‘TI'S’r.‘/I*SA7547‘/_|*&L'C§M’F'§‘E'61§"§‘IZEQE
159 | neighbor 172.16.0.1 encap type ipsec—tunnel BGPtTI:ﬁ?éﬁjﬁ)b{tZﬁﬁ%Eﬁi =
S AEBEIIVFRACSAVSATUREL TEMESH BIHRIZERTE

160 | neighbor 172.16.0.2 disable—nexthop—validation
161 | neighbor 172.16.0.2 encap endpoint ipv6 interface port—-channel 2
162 | neighbor 172.16.0.2 encap type ipsec—tunnel
163 | redistribute connected
164 | exit
165 | !
166 [exit
167 |[!
168 |ip name—server ::1
169 |!
170 [crypto ip name—server ::1
171 [!
172 |dns—server ipv6 enable
173 |!
174 |proxydns domain 1 any * any dhcp ipv6 port—channel 2
175 |proxydns address 1 any dhcp ipv6 port—channel 2
176 |[!
177 |end
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